CVE-2021-24115

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-24115
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-22 02:15:00 UTC
Updated 2021-02-26 12:38:00 UTC
Description In Botan before 2.17.3, constant-time computations are not used for certain decoding and encoding operations (base32, ba

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Botan Project Botan All All All All

Application Botan Project Botan All All All All

Reference Source Link Tags
Comparing 2.17.2...2.17.3 - randombit/botan - GitHub MISC github.com Patch, Th
Backport of #2543 to release-2 by randombit - Pull Request #2549 - randombit/botan - GitHub ~ MISC github.com Patch, Th
Release Notes — Botan CONFIRM  botan.randombit.net Release |
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical
a |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

179748 Debian Security Update for botan (CVE-2021-24115)

500070 Alpine Linux Security Update for botan


https://cve.report/
https://cve.report/CVE-2021-24115/mitre
https://cve.report/CVE-2021-24115/nist
https://cve.report/CVE-2021-24115/cve_org
https://cve.report/CVE-2021-24115.pdf
http://cve.report/vendor/botan_project
http://cve.report/software/botan_project/botan
http://cve.report/vendor/botan_project
http://cve.report/software/botan_project/botan
https://github.com/randombit/botan/compare/2.17.2...2.17.3
https://github.com/randombit/botan/pull/2549
https://botan.randombit.net/news.html
https://www.cve.org/CVERecord?id=CVE-2021-24115
https://nvd.nist.gov/vuln/detail/CVE-2021-24115
http://cve.report/qid/179748
http://cve.report/qid/500070

501/30 Alpine Linux Security Update for botan
503873 Alpine Linux Security Update for botan

750196 OpenSUSE Security Update for Botan (openSUSE-SU-2021:0765-1)
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