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CVE CVE-2021-24165
State PUBLIC
Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-05 19:15:00 UTC
Updated 2021-04-09 15:22:00 UTC
Description In the Ninja Forms Contact Form WordPress plugin before 3.4.34, the wp_ajax_nf_oauth_connect AJAX action was vulnere

/ |

1|

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Ninjaforms Ninja Forms All All All All

Reference Source Link Tags

One Million Sites Affected: Four Severe Vulnerabilities Patched in Ninja Forms MISC www.wordfence.com

Attention Required! | Cloudflare CONFIRM  wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit
LEGACY: Chloe Chamberland

Legacy QID Mappings

150388 WordPress Ninja Forms Plugin Multiple Vulnerabilities

150389 WordPress Ninja-Forms Plugin - Authenticated Open Redirect (CVE-2021-24165)
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