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Summary

CVE CVE-2021-24191

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-14 12:15:00 UTC

Updated 2022-07-30 12:42:00 UTC

Description Low privileged users can use the AJAX action 'cp_plugins_do_button_job_later_callback' in the WP Maintenance Mode & Site Under Construction WordPress plugin before 1.8.2, to install any plugin (including a specific version) from the WordPress repository, as well as activate arbitrary plugin from then blog, which helps attackers install vulnerable plugins and could lead to more critical vulnerabilities like RCE.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wpshopmart Coming Soon Page Maintenance Mode All All All All

References

Reference Source Link Tags

Multiple WP-Buy Plugins - Arbitrary Plugin Installation/Activation via Low Privilege User Security Vulnerability CONFIRM wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Bugbang

There are currently no legacy QID mappings associated with this CVE.
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