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Summary

CVE CVE-2021-24219

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-12 14:15:00 UTC

Updated 2022-07-29 16:30:00 UTC

Description The Thrive Optimize WordPress plugin before 1.4.13.3, Thrive Comments WordPress plugin before 1.4.15.3, Thrive Headline Optimizer WordPress plugin before 1.3.7.3, Thrive Leads WordPress plugin before 2.3.9.4, Thrive Ultimatum WordPress plugin before 2.3.9.4, Thrive Quiz Builder WordPress plugin before 2.3.9.4, Thrive Apprentice WordPress plugin before 2.3.9.4, Thrive Visual Editor WordPress plugin before 2.6.7.4, Thrive Dashboard WordPress plugin before 2.3.9.3, Thrive Ovation WordPress plugin before 2.4.5, Thrive Clever Widgets WordPress plugin before 1.57.1 and Rise by Thrive Themes WordPress theme before 2.0.0, Ignition by Thrive Themes WordPress theme before 2.0.0, Luxe by Thrive Themes WordPress theme before 2.0.0, FocusBlog by Thrive Themes WordPress theme before 2.0.0, Minus by Thrive Themes WordPress theme before 2.0.0, Squared by Thrive Themes WordPress theme before 2.0.0, Voice WordPress theme before 2.0.0, Performag by Thrive Themes WordPress theme before 2.0.0, Pressive by Thrive Themes WordPress theme before 2.0.0, Storied by Thrive Themes WordPress theme before 2.0.0, Thrive Themes Builder WordPress theme before 2.2.4 register a REST API endpoint associated with Zapier functionality. While this endpoint was intended to require an API key in order to access, it was possible to access it by supplying an empty api_key parameter in vulnerable versions if Zapier was not enabled. Attackers could use this endpoint to add arbitrary data to a predefined option in the wp_options table.

Risk And Classification

Problem Types: CWE-306

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Thrivethemes Focusblog All All All All

Application Thrivethemes Ignition All All All All

Application Thrivethemes Luxe All All All All

Application Thrivethemes Minus All All All All

Application Thrivethemes Performag All All All All

Application Thrivethemes Pressive All All All All

Application Thrivethemes Rise All All All All

Application Thrivethemes Squared All All All All

Application Thrivethemes Storied All All All All

Application Thrivethemes Thrive Apprentice All All All All

Application Thrivethemes Thrive Clever Widgets All All All All

Application Thrivethemes Thrive Comments All All All All

Application Thrivethemes Thrive Dashboard All All All All

Application Thrivethemes Thrive Headline Optimizer All All All All

Application Thrivethemes Thrive Optimize All All All All

Application Thrivethemes Thrive Ovation All All All All

Application Thrivethemes Thrive Quiz Builder All All All All
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Application Thrivethemes Thrive Quiz Builder All All All All

Application Thrivethemes Thrive Themes Builder All All All All

Application Thrivethemes Thrive Visual Editor All All All All

Application Thrivethemes Voice All All All All

References

Reference Source Link Tags

All Thrive Themes and Plugins - Unauthenticated Option Update Security Vulnerability CONFIRM wpscan.com

Recently Patched Vulnerability in Thrive Themes Actively Exploited in the Wild MISC www.wordfence.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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