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Summary

CVE CVE-2021-24238

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-22 21:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description The Realteo WordPress plugin before 1.2.4, used by the Findeo Theme, did not ensure that the requested property to be deleted belong to the user making the request, allowing any authenticated users to delete arbitrary properties by tampering with the property_id parameter.

Risk And Classification

Problem Types: CWE-425

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Purethemes Findeo All All All All

Application Purethemes Realteo All All All All

References

Reference Source Link Tags

m0ze.ru/vulnerability/[2021-03-20]-[WordPress]-[CWE-284]-Findeo-WordP... MISC m0ze.ru Broken Link

Страница 404 m0ze.ru

m0ze.ru/vulnerability/[2021-03-20]-[WordPress]-[CWE-284]-Realteo-Word... MISC m0ze.ru Broken Link

Changelog – Findeo – Findeo Knowledge Base MISC www.docs.purethemes.net

Attention Required! | Cloudflare CONFIRM wpscan.com

Страница 404 m0ze.ru

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: m0ze

https://cve.report/
https://cve.report/CVE-2021-24238/mitre
https://cve.report/CVE-2021-24238/nist
https://cve.report/CVE-2021-24238/cve_org
https://cve.report/CVE-2021-24238.pdf
http://cve.report/vendor/purethemes
http://cve.report/software/purethemes/findeo
http://cve.report/vendor/purethemes
http://cve.report/software/purethemes/realteo
https://m0ze.ru/vulnerability/%5B2021-03-20%5D-%5BWordPress%5D-%5BCWE-284%5D-Findeo-WordPress-Theme-v1.3.0.txt
https://m0ze.ru/vulnerability/%255B2021-03-20%255D-%255BWordPress%255D-%255BCWE-284%255D-Findeo-WordPress-Theme-v1.3.0.txt
https://m0ze.ru/vulnerability/%5B2021-03-20%5D-%5BWordPress%5D-%5BCWE-284%5D-Realteo-WordPress-Plugin-v1.2.3.txt
https://www.docs.purethemes.net/findeo/knowledge-base/changelog-findeo/
https://wpscan.com/vulnerability/b8434eb2-f522-484f-9227-5f581e7f48a5
https://m0ze.ru/vulnerability/%255B2021-03-20%255D-%255BWordPress%255D-%255BCWE-284%255D-Realteo-WordPress-Plugin-v1.2.3.txt
https://www.cve.org/CVERecord?id=CVE-2021-24238
https://nvd.nist.gov/vuln/detail/CVE-2021-24238


There are currently no legacy QID mappings associated with this CVE.
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