
CVE-2021-24335
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2021-24335

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-01 14:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description The Car Repair Services & Auto Mechanic WordPress theme before 4.0 did not properly sanitise its serviceestimatekey search parameter before outputting it back in the page, leading to a reflected Cross-Site Scripting issue

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Smartdatasoft Car Repair Services Auto Mechanic All All All All

References

Reference Source Link Tags

m0ze.ru/vulnerability/[2021-02-12]-[WordPress]-[CWE-79]-Car-Repair-Se... MISC m0ze.ru Broken Link

Страница 404 m0ze.ru

Car Repair Services & Auto Mechanic WordPress Theme + RTL by SmartDataSoft MISC themeforest.net

Attention Required! | Cloudflare CONFIRM wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: m0ze

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2021-24335/mitre
https://cve.report/CVE-2021-24335/nist
https://cve.report/CVE-2021-24335/cve_org
https://cve.report/CVE-2021-24335.pdf
http://cve.report/vendor/smartdatasoft
http://cve.report/software/smartdatasoft/car_repair_services__auto_mechanic
https://m0ze.ru/vulnerability/%5B2021-02-12%5D-%5BWordPress%5D-%5BCWE-79%5D-Car-Repair-Services-WordPress-Theme-v3.9.txt
https://m0ze.ru/vulnerability/%255B2021-02-12%255D-%255BWordPress%255D-%255BCWE-79%255D-Car-Repair-Services-WordPress-Theme-v3.9.txt
https://themeforest.net/item/car-repair-services-auto-mechanic-wordpress-theme/19823557
https://wpscan.com/vulnerability/39258aba-2449-4214-a490-b8e46945117d
https://www.cve.org/CVERecord?id=CVE-2021-24335
https://nvd.nist.gov/vuln/detail/CVE-2021-24335
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