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Summary

CVE CVE-2021-24347

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-14 14:15:00 UTC

Updated 2022-11-09 03:54:00 UTC

Description The SP Project & Document Manager WordPress plugin before 4.22 allows users to upload files, however, the plugin attempts to prevent php and other similar files that could be executed on the server from being uploaded by checking the file extension. It was discovered that php files could still be uploaded by changing the file extension's case, for example, from "php" to "pHP".

Risk And Classification

Problem Types: CWE-178

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Smartypantsplugins Sp Project Document Manager All All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare CONFIRM wpscan.com

WordPress SP Project And Document Manager 4.21 Shell Upload ≈ Packet Storm MISC packetstormsecurity.com

WordPress SP Project And Document Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Viktor Markopoulos

There are currently no legacy QID mappings associated with this CVE.
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