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Summary

CVE CVE-2021-24361

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-21 20:15:00 UTC

Updated 2021-06-24 19:44:00 UTC

Description In the Location Manager WordPress plugin before 2.1.0.10, the AJAX action gd_popular_location_list did not properly sanitise or validate some of its POST parameters, which are then used in a SQL statement, leading to unauthenticated SQL Injection issues.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ayecode Location Manager All All All All

References

Reference Source Link

Location Manager - GeoDirectory MISC wpgeodirectory.com

GeoDirectory Location Manager < 2.1.0.10 - Multiple Unauthenticated SQL Injections Security Vulnerability CONFIRM wpscan.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Rafal Goryl

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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