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Summary

CVE CVE-2021-24382

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-14 14:15:00 UTC

Updated 2021-06-22 20:09:00 UTC

Description The Smart Slider 3 Free and pro WordPress plugins before 3.5.0.9 did not sanitise the Project Name before outputting it back in the page, leading to a Stored Cross-Site Scripting issue. By default, only administrator users could access the affected functionality, limiting the exploitability of the vulnerability. However, some WordPress admins may allow lesser privileged users to access the plugin's functionality, in which case, privilege escalation could be performed.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nextendweb Smart Slider All All All All

Application Nextendweb Smart Slider All All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare CONFIRM wpscan.com

Changelog - Smart Slider Documentation MISC smartslider.helpscoutdocs.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Hardik Solanki

LEGACY: blackangel

There are currently no legacy QID mappings associated with this CVE.
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