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Summary

CVE CVE-2021-24705

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-13 11:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description The NEX-Forms WordPress plugin before 8.4.3 does not have CSRF checks in place when editing a form, and does not escape some of its settings as well as form fields before outputting them in attributes. This could allow attackers to make a logged in admin edit arbitrary forms with Cross-Site Scripting payloads in them

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Basixonline Nex-forms All All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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