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Summary

CVE CVE-2021-24720

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-11 11:15:00 UTC

Updated 2021-10-15 16:22:00 UTC

Description The GeoDirectory Business Directory WordPress plugin before 2.1.1.3 was vulnerable to Authenticated Stored Cross-Site Scripting (XSS).

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ayecode Geodirectory All All All All

References

Reference Source Link

Attention Required! | Cloudflare MISC wpscan.com

403 Forbidden CONFIRM plugins.trac.wordpress.org

word-press/WrodPress Plugin GeoDirectory——Stored Cross-Site Scripting .md at main · BigTiger2020/word-press · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Thinkland Security Team

There are currently no legacy QID mappings associated with this CVE.

https://cve.report/
https://cve.report/CVE-2021-24720/mitre
https://cve.report/CVE-2021-24720/nist
https://cve.report/CVE-2021-24720/cve_org
https://cve.report/CVE-2021-24720.pdf
http://cve.report/vendor/ayecode
http://cve.report/software/ayecode/geodirectory
https://wpscan.com/vulnerability/9de5cc51-f64c-4475-a0f4-d932dc4364a6
https://plugins.trac.wordpress.org/changeset/2596452/geodirectory
https://github.com/BigTiger2020/word-press/blob/main/WrodPress%20Plugin%20GeoDirectory%25E2%2580%2594%25E2%2580%2594Stored%20Cross-Site%20Scripting%20.md
https://www.cve.org/CVERecord?id=CVE-2021-24720
https://nvd.nist.gov/vuln/detail/CVE-2021-24720
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