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Summary

CVE CVE-2021-24804

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-17 11:15:00 UTC

Updated 2021-11-19 17:47:00 UTC

Description The Simple JWT Login WordPress plugin before 3.2.1 does not have nonce checks when saving its settings, allowing attackers to make a logged in admin changed them. Settings such as HMAC verification secret, account registering and default user roles can be updated, which could result in site takeover.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Simple Jwt Login Project Simple Jwt Login All All All All

References

Reference Source Link Tags

Attention Required! | Cloudflare MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: apple502j

There are currently no legacy QID mappings associated with this CVE.
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