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Summary

CVE CVE-2021-24884

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-25 14:15:00 UTC

Updated 2022-08-30 15:53:00 UTC

Description The Formidable Form Builder WordPress plugin before 4.09.05 allows to inject certain HTML Tags like <audio>,<video>,<img>,<a> and<button>.This could allow an unauthenticated, remote attacker to exploit a HTML-injection byinjecting a malicous link. The HTML-injection may trick authenticated users to follow the link. If the Link gets clicked, Javascript code can be executed. The vulnerability is due to insufficient sanitization of the "data-frmverify" tag for links in the web-based entry inspection page of affected systems. A successful exploitation incomibantion with CSRF could allow the attacker to perform arbitrary actions on an affected system with the privileges of the user. These actions include stealing the users account by changing their password or allowing attackers to submit their own code through an authenticated user resulting in Remote Code Execution. If an authenticated user who is able to edit Wordpress PHP Code in any kind, clicks the malicious link, PHP code can be edited.

Risk And Classification

Problem Types: CWE-352 | CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Strategy11 Formidable Form Builder All All All All

References

Reference Source

CVE-2021-24884/XSS-in-Formidable-4.09.04.pdf at main · S1lkys/CVE-2021-24884 · GitHub MISC

Avoid XSS from data-verify / data-caution attributes by Crabcyborg · Pull Request #335 · Strategy11/formidable-forms · GitHub MISC

Attention Required! | Cloudflare MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Maximilian Barz

There are currently no legacy QID mappings associated with this CVE.
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