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Summary

CVE CVE-2021-24931

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-12-06 16:15:00 UTC

Updated 2022-02-28 15:00:00 UTC

Description The Secure Copy Content Protection and Content Locking WordPress plugin before 2.8.2 does not escape the sccp_id parameter of the ays_sccp_results_export_file AJAX action (available to both unauthenticated and authenticated users) before using it in a SQL statement, leading to an SQL injection.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ays-pro Secure Copy Content Protection And Content Locking All All All All

References

Reference Source Link

WordPress Secure Copy Content Protection And Content Locking 2.8.1 SQL Injection ≈ Packet Storm MISC packetstormsecurity.com

Attention Required! | Cloudflare MISC wpscan.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: Krzysztof Zając

Legacy QID Mappings

731089 WordPress Secure Copy Content Protection and Content Locking SQL Injection Vulnerability

https://cve.report/
https://cve.report/CVE-2021-24931/mitre
https://cve.report/CVE-2021-24931/nist
https://cve.report/CVE-2021-24931/cve_org
https://cve.report/CVE-2021-24931.pdf
http://cve.report/vendor/ays-pro
http://cve.report/software/ays-pro/secure_copy_content_protection_and_content_locking
http://packetstormsecurity.com/files/165946/WordPress-Secure-Copy-Content-Protection-And-Content-Locking-2.8.1-SQL-Injection.html
https://wpscan.com/vulnerability/1cd52d61-af75-43ed-9b99-b46c471c4231
https://www.cve.org/CVERecord?id=CVE-2021-24931
https://nvd.nist.gov/vuln/detail/CVE-2021-24931
http://cve.report/qid/731089
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