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CVE CVE-2021-25069
State PUBLIC
Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-21 11:15:00 UTC
Updated 2022-02-28 20:26:00 UTC
Description The Download Manager WordPress plugin before 3.2.34 does not sanitise and escape the package_ids parameter before t

/ |

1|

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Wpdownloadmanager Download Manager All All All All

Reference Source Linl
Changeset 2656086 — WordPress Plugin Repository CONFIRM  plug
WordPress Download Manager < 3.2.34 - Authenticated SQL Injection to Reflected XSS WordPress Security Vulnerability MISC wps
CVE Program record CVE.ORG ww\
NVD vulnerability detail NVD nvd
4

Vendor Comments And Credit

Discovery Credit
LEGACY: Krzysztof Zajac

Legacy QID Mappings

150501 WordPress Download Manager Plugin: Authenticated SQL Injection to Reflected XSS Vulnerability (CVE-2021-25069)


https://cve.report/
https://cve.report/CVE-2021-25069/mitre
https://cve.report/CVE-2021-25069/nist
https://cve.report/CVE-2021-25069/cve_org
https://cve.report/CVE-2021-25069.pdf
http://cve.report/vendor/wpdownloadmanager
http://cve.report/software/wpdownloadmanager/download_manager
https://plugins.trac.wordpress.org/changeset/2656086
https://wpscan.com/vulnerability/4ff5e638-1b89-41df-b65a-f821de8934e8
https://www.cve.org/CVERecord?id=CVE-2021-25069
https://nvd.nist.gov/vuln/detail/CVE-2021-25069
http://cve.report/qid/150501
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