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Summary

CVE CVE-2021-25118

State PUBLIC

Assigner contact@wpscan.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-28 09:15:00 UTC

Updated 2022-10-27 20:14:00 UTC

Description The Yoast SEO WordPress plugin (from versions 16.7 until 17.2) discloses the full internal path of featured images in posts via the wp/v2/posts REST endpoints which could help an attacker identify other vulnerabilities or help during the exploitation of other identified vulnerabilities.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Yoast Yoast Seo All All All All

References

Reference Source Link Tags

403 Forbidden CONFIRM plugins.trac.wordpress.org

Yoast SEO < 17.3 - Unauthenticated Full Path Disclosure WordPress Security Vulnerability MISC wpscan.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Fariq Fadillah Gusti Insani

There are currently no legacy QID mappings associated with this CVE.
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