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A security vulnerability has been identified in in certain HPE and Aruba L2/L3 switch firmware. A data processing error due
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Arubanetworks Aruba 2530ya - All All All
Arubanetworks Aruba 2530ya Firmware All All All All
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Arubanetworks Aruba 2530yb - All All All
Arubanetworks Aruba 2530yb - All All All
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Arubanetworks Aruba 2540 - All All All
Arubanetworks Aruba 2540 - All All All
Arubanetworks Aruba 2540 - All All All
Arubanetworks Aruba 2540 Firmware All All All All
Arubanetworks Aruba 2540 Firmware All All All All
Arubanetworks Aruba 2620 - All All All
Arubanetworks Aruba 2620 - All All All


https://cve.report/
https://cve.report/CVE-2021-25141/mitre
https://cve.report/CVE-2021-25141/nist
https://cve.report/CVE-2021-25141/cve_org
https://cve.report/CVE-2021-25141.pdf
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530ya
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530ya
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530ya
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530ya_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530ya_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530yb
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530yb
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530yb
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530yb_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2530yb_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2540
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2540
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2540
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2540_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2540_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2620
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2620

Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware

Hardware

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Arubanetworks

Aruba 2620

Aruba 2620 Firmware

Aruba 2620 Firmware

Aruba 2920

Aruba 2920

Aruba 2920

Aruba 2920 Firmware

Aruba 2920 Firmware

Aruba 2930f

Aruba 2930f

Aruba 2930f

Aruba 2930f Firmware

Aruba 2930f Firmware

Aruba 2930m

Aruba 2930m

Aruba 2930m

Aruba 2930m Firmware

Aruba 2930m Firmware

Aruba 3800

Aruba 3800

Aruba 3800

Aruba 3800 Firmware

Aruba 3800 Firmware

Aruba 3810m

Aruba 3810m

Aruba 3810m

Aruba 3810m Firmware

Aruba 3810m Firmware

Aruba 5406r ZI12

Aruba 5406r ZI2

Aruba 5406r ZI12

Aruba 5406r ZI2 Firmware

Aruba 5406r ZI2 Firmware

Aruba 5412r ZI2

Aruba 5412r ZI12

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2620
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2620_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2620_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2920
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2920
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2920
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2920_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2920_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930f
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930f
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930f
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930f_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930f_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930m_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_2930m_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3800
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3800
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3800
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3800_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3800_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3810m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3810m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3810m
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3810m_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_3810m_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5406r_zl2
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5406r_zl2
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5406r_zl2
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5406r_zl2_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5406r_zl2_firmware
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5412r_zl2
http://cve.report/vendor/arubanetworks
http://cve.report/software/arubanetworks/aruba_5412r_zl2

Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System

Operating System

Arubanetworks
Arubanetworks
Arubanetworks
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe
Hpe

Hpe

Aruba 5412r ZI2

Aruba 5412r ZI2 Firmware

Aruba 5412r ZI2 Firmware

3500

3500

3500

3500 Firmware

3500 Firmware

3500 I

3500 I

3500 I

3500 YI Firmware

3500 YI Firmware

6200 YI

6200 YI

6200 YI

6200 YI Firmware

6200 YI Firmware

8200 ZI

8200 ZI

8200 ZI

8200 ZI Firmware

8200 ZI Firmware

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

References

Reference

Document Display | HPE Support Center

CVE Program record

NVD vulnerability detail

Source

MISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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