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Summary

CVE CVE-2021-25227

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-04 20:15:00 UTC

Updated 2021-02-08 18:06:00 UTC

Description Trend Micro Antivirus for Mac 2021 (Consumer) is vulnerable to a memory exhaustion vulnerability that could lead to disabling all the scanning functionality within the application. Please note: an attacker must first obtain the ability to execute low-privileged code on the target system in order to exploit this vulnerability - i.e. the attacker must already have access to the target system (either legitimately or via another exploit).

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trendmicro Antivirus 10.0 All All All

Application Trendmicro Antivirus 10.5 All All All

Application Trendmicro Antivirus 11.0 All All All

Application Trendmicro Antivirus 9.0 All All All

Application Trendmicro Antivirus 10.0 All All All

Application Trendmicro Antivirus 10.5 All All All

Application Trendmicro Antivirus 11.0 All All All

Application Trendmicro Antivirus 9.0 All All All

References

Reference

Security Bulletin: Trend Micro Antivirus for Mac 2021 (Consumer) Memory Exhaustion Denial-Of-Service Vulnerability · Trend Micro for Home

ZDI-21-102 | Zero Day Initiative

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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