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Summary

CVE CVE-2021-25230

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-04 20:15:00 UTC

Updated 2022-06-28 14:11:00 UTC

Description An improper access control vulnerability in Trend Micro Apex One (on-prem and SaaS) and OfficeScan XG SP1 could allow an unauthenticated user to obtain information about the contents of a scan connection exception file.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Application Trendmicro Apex One 2019 All All All

Application Trendmicro Apex One 2019 All All All

Application Trendmicro Officescan xg sp1 All All

Application Trendmicro Officescan xg sp1 All All

References

Reference Source Link

UPDATED SECURITY BULLETIN: January 2021 Security Bulletin for Trend Micro Apex One and Apex One as a Service N/A success.trendmicro.com

ZDI-21-105 | Zero Day Initiative N/A www.zerodayinitiative.com

UPDATED SECURITY BULLETIN: January 2021 Security Bulletin for Trend Micro OfficeScan XG SP1 N/A success.trendmicro.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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