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Summary

CVE CVE-2021-25252

State PUBLIC

Assigner security@trendmicro.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-03-03 16:15:00 UTC

Updated 2021-09-08 17:23:00 UTC

Description Trend Micro's Virus Scan API (VSAPI) and Advanced Threat Scan Engine (ATSE) - are vulnerable to a memory exhaustion vulnerability that may lead to denial-of-service or system freeze if exploited by an attacker using a specially crafted file.

Risk And Classification

Problem Types: CWE-400

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Macos - All All All

Operating System Apple Mac Os - All All All

Hardware Emc Celerra Network Attached Storage - All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Netapp Cluster Data Ontap - All All All

Operating System Novell Netware - All All All

Application Trendmicro Apex Central 2019 - All All

Application Trendmicro Apex One - - All All

Application Trendmicro Apex One 2019 - All All

Application Trendmicro Cloud Edge 5.0 All All All

Application Trendmicro Control Manager 7.0 - All All

Application Trendmicro Deep Discovery Analyzer 5.1 - All All

Application Trendmicro Deep Discovery Email Inspector 2.5 - All All

Application Trendmicro Deep Discovery Inspector 3.8 - All All

Application Trendmicro Deep Security 10.0 - All All

Application Trendmicro Deep Security 11.0 - All All
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Application Trendmicro Deep Security 11.0 - All All

Application Trendmicro Deep Security 12.0 - All All

Application Trendmicro Deep Security 20.0 - All All

Application Trendmicro Interscan Messaging Security Virtual Appliance 9.1 - All All

Application Trendmicro Interscan Web Security Virtual Appliance 6.5 - All All

Application Trendmicro Officescan - All All All

Application Trendmicro Portal Protect 2.6 All All All

Application Trendmicro Safe Lock 1.1 - All All

Application Trendmicro Scanmail 14.0 All All All

Application Trendmicro Scanmail For Exchange 14.0 - All All

Application Trendmicro Scanmail For Ibm Domino 5.8 - All All

Application Trendmicro Serverprotect 5.8 - All All

Application Trendmicro Serverprotect For Network Appliance Filers 5.8 - All All

Application Trendmicro Serverprotect For Storage 6.0 - All All

Application Trendmicro Worry-free Business Security 10.1 - All All

References

Reference Source Link

SECURITY BULLETIN: Trend Micro Scan Engine Memory Exhaustion Denial-of-Service Vulnerability MISC success.trendmicro.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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