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Summary

CVE CVE-2021-25264

State PUBLIC

Assigner security-alert@sophos.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-05-17 17:15:00 UTC

Updated 2022-07-12 17:42:00 UTC

Description In multiple versions of Sophos Endpoint products for MacOS, a local attacker could execute arbitrary code with administrator privileges.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sophos Home All All All All

Application Sophos Intercept X All All All All

Application Sophos Intercept X All All All All

References

Reference Source

Community Security Blog - Sophos Community - Sophos Community MISC

Resolved LPE in Endpoint for MacOS (CVE-2021-25264) - Community Security Blog - Sophos Community - Sophos Community CONFIRM

CVE Program record CVE.ORG

NVD vulnerability detail NVD

Vendor Comments And Credit

Discovery Credit

LEGACY: Csaba Fitzl

There are currently no legacy QID mappings associated with this CVE.
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