CVE-2021-25281

MITRE NVD CVE.ORG Print: PDF %5
CVE CVE-2021-25281
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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Updated 2023-12-21 18:22:00 UTC
Description An issue was discovered in through SaltStack Salt before 3002.5. salt-api does not honor eauth credentials for the wheel_a

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Debian Debian Linux 10.0 All All All
Operating System Debian Debian Linux 11.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Operating System Fedoraproject Fedora 34 All All All
Operating System Fedoraproject Fedora 32 All All All
Operating System Fedoraproject Fedora 33 All All All
Application Saltstack Salt All All All All
Application Saltstack Salt All All All All
Application Saltstack Salt All All All All
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SaltStack Salt API Unauthenticated Remote Command Execution = Packet Storm

Source
MISC
CONFIRM

[SECURITY] Fedora 32 Update: salt-3001.6-1.fc32 - package-announce - Fedora Mailing-Lists
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Releases - saltstack/salt - GitHub

Salt: Multiple vulnerabilities (GLSA 202103-01) — Gentoo security

[SECURITY] [DLA 2815-1] salt security update
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178891 Debian Security Update for salt (DLA 2815-1)

178903 Debian Security Update for salt (DSA 5011-1)

180335 Debian Security Update for salt (CVE-2021-25281)

281580 Fedora Security Update for salt (FEDORA-2021-904a2dbc0c)

281581 Fedora Security Update for salt (FEDORA-2021-5756fbf8a6)

281582 Fedora Security Update for salt (FEDORA-2021-43eb5584ad)

375416 SaltStack Salt Master Multiple Security Vulnerabilities

501688 Alpine Linux Security Update for salt

710007 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202103-01)

710782 Gentoo Linux Salt Multiple Vulnerabilities (GLSA 202310-22)

750344 OpenSUSE Security Update for salt (openSUSE-SU-2021:0347-1)
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to

690206 Free Berkeley Software Distribution (FreeBSD) Security Update for salt (a1e03a3d-7be0-11eb-b392-20cf30e32f6d)

this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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