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Summary

CVE CVE-2021-25299

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-15 13:15:00 UTC

Updated 2021-03-04 21:18:00 UTC

Description Nagios XI version xi-5.7.5 is affected by cross-site scripting (XSS). The vulnerability exists in the file /usr/local/nagiosxi/html/admin/sshterm.php due to improper sanitization of user-controlled input. A maliciously crafted URL, when clicked by an admin user, can be used to steal his/her session cookies or it can be chained with the previous bugs to get one-click remote command execution (RCE) on the Nagios XI server.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Nagios Nagios Xi 5.7.5 All All All

Application Nagios Nagios Xi 5.7.5 All All All

References

Reference Source Link Tags

Nagios - Network, Server and Log Monitoring Software MISC nagios.com Product

nagios-xi-5.7.5-bugs/README.md at main · fs0c-sh/nagios-xi-5.7.5-bugs · GitHub MISC github.com Exploit, Third Party Advisory

Nagios XI · Previous Versions MISC assets.nagios.com Product

Nagios XI 5.7.5 Remote Code Execution ≈ Packet Storm MISC packetstormsecurity.com Exploit, Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

375516 Nagios XI 5.7.5 Have Multiple Vulnerabilities
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