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Summary

CVE CVE-2021-25310

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-02 15:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description ** UNSUPPORTED WHEN ASSIGNED ** The administration web interface on Belkin Linksys WRT160NL 1.0.04.002_US_20130619 devices allows remote authenticated attackers to execute system commands with root privileges via shell metacharacters in the ui_language POST parameter to the apply.cgi form endpoint. This occurs in do_upgrade_post in mini_httpd. NOTE: This vulnerability only affects products that are no longer supported by the maintainer

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Belkin Linksys Wrt160nl - All All All

Hardware Belkin Linksys Wrt160nl - All All All

Hardware Belkin Linksys Wrt160nl - All All All

Operating System Belkin Linksys Wrt160nl Firmware 1.0.04.002_us_20130619 All All All

Operating System Belkin Linksys Wrt160nl Firmware 1.0.04.002_us_20130619 All All All

References

Reference Source Link

Technical Advisory – Linksys WRT160NL – Authenticated Command Injection (CVE-2021-25310) – NCC Group Research MISC research.nccgroup.com

NCC Group Research Blog | Making the world safer and more secure MISC research.nccgroup.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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