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CVE CVE-2021-25315
State PUBLIC
Assigner security@suse.com

Source Priority CVE Program / NVD first with legacy fallback
Published 2021-03-03 10:15:00 UTC
Updated 2023-06-22 09:15:00 UTC

Description CWE - CWE-287: Improper Authentication vulnerability in SUSE Linux Enterprise Server 15 SP 3; openSUSE Tumbleweed
i

/ |

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Opensuse Tumbleweed - All All All
Application Opensuse Tumbleweed All All All All
Application Saltstack Salt All All All All
Application Saltstack Salt All All All All
Operating System Suse Suse Linux Enterprise Server 15 sp3 All All
Operating System Suse Suse Linux Enterprise Server 15 sp3 All All
Operating System Suse Suse Linux Enterprise Server 15 sp3 All All
Reference Source Link Tags

Bug 1182382 — VUL-0: CVE-2021-25315: salt: salt-api unauthenticated remote code exec CONFIRM bugzilla.suse.com Issue Tracking,
CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, anal

/

No vendor comments have been submitted for this CVE.
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750687 SUSE Enterprise Linux Security Update for Salt (SUSE-SU-2021:2104-1)
750688 SUSE Enterprise Linux Security Update for salt (SUSE-SU-2021:2105-1)
750705 OpenSUSE Security Update for salt (openSUSE-SU-2021:0899-1)

750760 OpenSUSE Security Update for salt (openSUSE-SU-2021:2106-1)
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