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Summary

CVE CVE-2021-25634

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-12 14:15:00 UTC

Updated 2021-10-18 19:29:00 UTC

Description LibreOffice supports digital signatures of ODF documents and macros within documents, presenting visual aids that no alteration of the document occurred since the last signing and that the signature is valid. An Improper Certificate Validation vulnerability in LibreOffice allowed an attacker to modify a digitally signed ODF document to insert an additional signing time timestamp which LibreOffice would incorrectly present as a valid signature signed at the bogus signing time. This issue affects: The Document Foundation LibreOffice 7-0 versions prior to 7.0.6; 7-1 versions prior to 7.1.2.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 11.0 All All All

Application Libreoffice Libreoffice All All All All

References

Reference Source Link Tags

Debian -- Security Information -- DSA-4988-1 libreoffice DEBIAN www.debian.org

CVE-2021-25634 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft MISC www.libreoffice.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: NDS of Ruhr University Bochum

Legacy QID Mappings

159802 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2022-1766)

178826 Debian Security Update for libreoffice (DSA 4988-1)

https://cve.report/
https://cve.report/CVE-2021-25634/mitre
https://cve.report/CVE-2021-25634/nist
https://cve.report/CVE-2021-25634/cve_org
https://cve.report/CVE-2021-25634.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/libreoffice
http://cve.report/software/libreoffice/libreoffice
https://www.debian.org/security/2021/dsa-4988
https://www.libreoffice.org/about-us/security/advisories/CVE-2021-25634
https://www.cve.org/CVERecord?id=CVE-2021-25634
https://nvd.nist.gov/vuln/detail/CVE-2021-25634
http://cve.report/qid/159802
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178826 Debian Security Update for libreoffice (DSA 4988-1)

184031 Debian Security Update for libreoffice (CVE-2021-25634)

198577 Ubuntu Security Notification for LibreOffice Vulnerabilities (USN-5153-1)

240319 Red Hat Update for libreoffice security (RHSA-2022:1766)

502563 Alpine Linux Security Update for libreoffice

503698 Alpine Linux Security Update for libreoffice

940523 AlmaLinux Security Update for libreoffice (ALSA-2022:1766)

960268 Rocky Linux Security Update for libreoffice (RLSA-2022:1766)

http://cve.report/qid/178826
http://cve.report/qid/184031
http://cve.report/qid/198577
http://cve.report/qid/240319
http://cve.report/qid/502563
http://cve.report/qid/503698
http://cve.report/qid/940523
http://cve.report/qid/960268
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report
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