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Summary

CVE CVE-2021-25636

State PUBLIC

Assigner security@documentfoundation.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-24 15:15:00 UTC

Updated 2023-03-27 00:15:00 UTC

Description LibreOffice supports digital signatures of ODF documents and macros within documents, presenting visual aids that no alteration of the document occurred since the last signing and that the signature is valid. An Improper Certificate Validation vulnerability in LibreOffice allowed an attacker to create a digitally signed ODF document, by manipulating the documentsignatures.xml or macrosignatures.xml stream within the document to contain both "X509Data" and "KeyValue" children of the "KeyInfo" tag, which when opened caused LibreOffice to verify using the "KeyValue" but to report verification with the unrelated "X509Data" value. This issue affects: The Document Foundation LibreOffice 7.2 versions prior to 7.2.5.

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 34 All All All

Application Libreoffice Libreoffice All All All All

References

Reference Source Link Tags

[SECURITY] [DLA 3368-1] libreoffice security update MLIST lists.debian.org

[SECURITY] Fedora 34 Update: libreoffice-7.1.8.1-4.fc34 - package-announce - Fedora Mailing-Lists MISC lists.fedoraproject.org

[SECURITY] Fedora 34 Update: libreoffice-7.1.8.1-4.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE-2021-25636 | LibreOffice - Free Office Suite - Based on OpenOffice - Compatible with Microsoft MISC www.libreoffice.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

160223 Oracle Enterprise Linux Security Update for libreoffice (ELSA-2022-7461)

181030 Debian Security Update for libreoffice (CVE-2021-25636)
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181030 Debian Security Update for libreoffice (CVE-2021-25636)

181639 Debian Security Update for libreoffice (DLA 3368-1)

198700 Ubuntu Security Notification for LibreOffice Vulnerability (USN-5330-1)

240838 Red Hat Update for libreoffice (RHSA-2022:7461)

282453 Fedora Security Update for libreoffice (FEDORA-2022-3bbe89c20f)

502564 Alpine Linux Security Update for libreoffice

502588 Alpine Linux Security Update for libreoffice

751903 OpenSUSE Security Update for libreoffice (openSUSE-SU-2022:0886-1)

751963 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2022:1093-1)

753307 SUSE Enterprise Linux Security Update for libreoffice (SUSE-SU-2022:0886-1)

940765 AlmaLinux Security Update for libreoffice (ALSA-2022:7461)

960330 Rocky Linux Security Update for libreoffice (RLSA-2022:7461)
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