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Summary

CVE CVE-2021-25669

State PUBLIC

Assigner productcert@siemens.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-22 21:15:00 UTC

Updated 2022-05-13 20:52:00 UTC

Description A vulnerability has been identified in SCALANCE X200-4P IRT (All versions < 5.5.1), SCALANCE X201-3P IRT (All versions < 5.5.1), SCALANCE X201-3P IRT PRO (All versions < 5.5.1), SCALANCE X202-2 IRT (All versions < 5.5.1), SCALANCE X202-2P IRT (incl. SIPLUS NET variant) (All versions < 5.5.1), SCALANCE X202-2P IRT PRO (All versions < 5.5.1), SCALANCE X204 IRT (All versions < 5.5.1), SCALANCE X204 IRT PRO (All versions < 5.5.1), SCALANCE X204-2 (incl. SIPLUS NET variant) (All versions < V5.2.5), SCALANCE X204-2FM (All versions < V5.2.5), SCALANCE X204-2LD (incl. SIPLUS NET variant) (All versions < V5.2.5), SCALANCE X204-2LD TS (All versions < V5.2.5), SCALANCE X204-2TS (All versions < V5.2.5), SCALANCE X206-1 (All versions < V5.2.5), SCALANCE X206-1LD (All versions < V5.2.5), SCALANCE X208 (incl. SIPLUS NET variant) (All versions < V5.2.5), SCALANCE X208PRO (All versions < V5.2.5), SCALANCE X212-2 (incl. SIPLUS NET variant) (All versions < V5.2.5), SCALANCE X212-2LD (All versions < V5.2.5), SCALANCE X216 (All versions < V5.2.5), SCALANCE X224 (All versions < V5.2.5), SCALANCE XF201-3P IRT (All versions < 5.5.1), SCALANCE XF202-2P IRT (All versions < 5.5.1), SCALANCE XF204 (All versions < V5.2.5), SCALANCE XF204 IRT (All versions < 5.5.1), SCALANCE XF204-2 (incl. SIPLUS NET variant) (All versions < V5.2.5), SCALANCE XF204-2BA IRT (All versions < 5.5.1), SCALANCE XF206-1 (All versions < V5.2.5), SCALANCE XF208 (All versions < V5.2.5). Incorrect processing of POST requests in the web server may write out of bounds in stack. An attacker might leverage this to denial-of-service of the device or remote code execution.

Risk And Classification

Problem Types: CWE-121

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Siemens Scalance X200-4p Irt - All All All

Operating System Siemens Scalance X200-4p Irt Firmware All All All All

Hardware Siemens Scalance X201-3p Irt - All All All

Operating System Siemens Scalance X201-3p Irt Firmware All All All All

Hardware Siemens Scalance X201-3p Irt Pro - All All All

Operating System Siemens Scalance X201-3p Irt Pro Firmware All All All All

Hardware Siemens Scalance X202-2p Irt - All All All

Operating System Siemens Scalance X202-2p Irt Firmware All All All All

Hardware Siemens Scalance X202-2p Irt Pro - All All All

Operating System Siemens Scalance X202-2p Irt Pro Firmware All All All All

Hardware Siemens Scalance X202-2 Irt - All All All

Operating System Siemens Scalance X202-2 Irt Firmware All All All All

Hardware Siemens Scalance X204-2 - All All All

Hardware Siemens Scalance X204-2fm - All All All

Operating System Siemens Scalance X204-2fm Firmware All All All All

Hardware Siemens Scalance X204-2ld - All All All

Operating System Siemens Scalance X204-2ld Firmware All All All All
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Operating System Siemens Scalance X204-2ld Firmware All All All All

Hardware Siemens Scalance X204-2ld Ts - All All All

Operating System Siemens Scalance X204-2ld Ts Firmware All All All All

Hardware Siemens Scalance X204-2ts - All All All

Operating System Siemens Scalance X204-2ts Firmware All All All All

Operating System Siemens Scalance X204-2 Firmware All All All All

Hardware Siemens Scalance X204 Irt - All All All

Operating System Siemens Scalance X204 Irt Firmware All All All All

Hardware Siemens Scalance X204 Irt Pro - All All All

Operating System Siemens Scalance X204 Irt Pro Firmware All All All All

Hardware Siemens Scalance X206-1 - All All All

Hardware Siemens Scalance X206-1ld - All All All

Operating System Siemens Scalance X206-1ld Firmware All All All All

Operating System Siemens Scalance X206-1 Firmware All All All All

Hardware Siemens Scalance X208 - All All All

Hardware Siemens Scalance X208pro - All All All

Operating System Siemens Scalance X208pro Firmware All All All All

Operating System Siemens Scalance X208 Firmware All All All All

Hardware Siemens Scalance X212-2 - All All All

Hardware Siemens Scalance X212-2ld - All All All

Operating System Siemens Scalance X212-2ld Firmware All All All All

Operating System Siemens Scalance X212-2 Firmware All All All All

Hardware Siemens Scalance X216 - All All All

Operating System Siemens Scalance X216 Firmware All All All All

Hardware Siemens Scalance X224 - All All All

Operating System Siemens Scalance X224 Firmware All All All All

Hardware Siemens Scalance Xf201-3p Irt - All All All

Operating System Siemens Scalance Xf201-3p Irt Firmware All All All All

Hardware Siemens Scalance Xf202-2p Irt - All All All

Operating System Siemens Scalance Xf202-2p Irt Firmware All All All All

Hardware Siemens Scalance Xf204 - All All All

Hardware Siemens Scalance Xf204-2 - All All All

Hardware Siemens Scalance Xf204-2ba Irt - All All All

Operating System Siemens Scalance Xf204-2ba Irt Firmware All All All All

Operating System Siemens Scalance Xf204-2 Firmware All All All All

Operating System Siemens Scalance Xf204 Firmware All All All All
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Hardware Siemens Scalance Xf204 Irt - All All All

Operating System Siemens Scalance Xf204 Irt Firmware All All All All

Hardware Siemens Scalance Xf206-1 - All All All

Operating System Siemens Scalance Xf206-1 Firmware All All All All

Hardware Siemens Scalance Xf208 - All All All

Operating System Siemens Scalance Xf208 Firmware All All All All

References

Reference Source Link Tags

cert-portal.siemens.com/productcert/pdf/ssa-187092.pdf MISC cert-portal.siemens.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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590674 Siemens Web Server of SCALANCE X200 (Update A) Multiple Vulnerabilities (ICSA-21-103-07)
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