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Summary

CVE CVE-2021-25736

State PUBLIC

Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-10-30 03:15:00 UTC

Updated 2023-12-21 22:15:00 UTC

Description Kube-proxy on Windows can unintentionally forward traffic to local processes listening on the same port (“spec.ports[*].port”) as a LoadBalancer 

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Kubernetes Kubernetes All All All All

Operating System Microsoft Windows - All All All

References

Reference

CVE-2021-25736 Kubernetes Vulnerability in NetApp Products | NetApp Product Security

For LoadBalancer Service type don't create a HNS policy for empty or invalid external loadbalancer IP by sbangari · Pull Request #99958 · kubernetes/kubernetes · GitHub

[Security Advisory] CVE-2021-25736: Windows kube-proxy LoadBalancer contention

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

995790 GO (Go) Security Update for k8s.io/kubernetes (GHSA-35c7-w35f-xwgh)
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