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CVE CVE-2021-25738

State PUBLIC

Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-11 19:15:00 UTC

Updated 2022-10-28 13:48:00 UTC

Description Loading specially-crafted yaml with the Kubernetes Java Client library can lead to code execution.

Risk And Classification

Problem Types: CWE-502

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kubernetes Java All All All All

Application Kubernetes Java All All All All

Application Kubernetes Java All All All All

Reference Source Link Tags
oss-security - Multiple vulnerabilities in Jenkins plugins MLIST www.openwall.com
[Kubernetes Java Client] CVE-2021-25738: Code exec via yaml parsing MISC groups.google.com
CVE-2021-25738: Code exec via yaml parsing - Issue #1698 - kubernetes-client/java - GitHub ~ MISC github.com

CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical,
4

Vendor Comments And Credit

Discovery Credit
LEGACY: Jordy Versmissen

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-25738/mitre
https://cve.report/CVE-2021-25738/nist
https://cve.report/CVE-2021-25738/cve_org
https://cve.report/CVE-2021-25738.pdf
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/java
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/java
http://cve.report/vendor/kubernetes
http://cve.report/software/kubernetes/java
http://www.openwall.com/lists/oss-security/2022/08/23/2
https://groups.google.com/g/kubernetes-security-announce/c/K_pOK2WbAJk
https://github.com/kubernetes-client/java/issues/1698
https://www.cve.org/CVERecord?id=CVE-2021-25738
https://nvd.nist.gov/vuln/detail/CVE-2021-25738
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