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CVE CVE-2021-25742
State PUBLIC
Assigner security@kubernetes.io

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-29 04:15:00 UTC
Updated 2021-12-15 14:06:00 UTC
Description A security issue was discovered in ingress-nginx where a user that can create or update ingress objects can use the custor

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Kubernetes Ingress-nginx All All All All
Application Kubernetes Ingress-nginx 1.0.0 All All All
Application Netapp Trident - All All All

References |
Reference

CVE-2021-25742 Kubernetes Vulnerability in NetApp Products | NetApp Product Security

CVE-2021-25742: Ingress-nginx custom snippets allows retrieval of ingress-nginx serviceaccount token and secrets across all namespaces - |
[Security Advisory] CVE-2021-25742: Ingress-nginx custom snippets allows retrieval of ingress-nginx serviceaccount token and secrets acros:
CVE Program record

NVD vulnerability detail

Vendor Comments And Credit

Discovery Credit
LEGACY: Mitch Hulscher

There are currentlv no leaacv QID mappinas associated with this CVE.
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