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Summary

CVE CVE-2021-25932

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-06-01 12:15:00 UTC

Updated 2021-06-11 17:34:00 UTC

Description In OpenNMS Horizon, versions opennms-1-0-stable through opennms-27.1.0-1; OpenNMS Meridian, versions meridian-foundation-2015.1.0-1 through meridian-foundation-2019.1.18-1; meridian-foundation-2020.1.0-1 through meridian-foundation-2020.1.6-1 are vulnerable to Stored Cross-Site Scripting, since the function `validateFormInput()` performs improper validation checks on the input sent to the `userID` parameter. Due to this flaw an attacker could inject an arbitrary script which will be stored in the database.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opennms Meridian All All All All

Application Opennms Meridian All All All All

Application Opennms Opennms All All All All

References

Reference Source Link

NMS-13231: Backport Security Issues from Last Month · OpenNMS/opennms@eb08b5e · GitHub MISC github.com

CVE-2021-25932 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

NMS-13125: Escape userId & groupId · OpenNMS/opennms@f3ebfa3 · GitHub MISC github.com

NMS-13125: user ID and group ID must not contain any HTML markup · OpenNMS/opennms@8a97e68 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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