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Summary

CVE CVE-2021-25939

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-02-09 13:15:00 UTC

Updated 2022-02-11 20:49:00 UTC

Description In ArangoDB, versions v3.7.0 through v3.9.0-alpha.1 have a feature which allows downloading a Foxx service from a publicly available URL. This feature does not enforce proper filtering of requests performed internally, which can be abused by a highly-privileged attacker to perform blind SSRF and send internal requests to localhost.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Arangodb Arangodb 3.9.0 alpha1 All All

Application Arangodb Arangodb All All All All

References

Reference Source Link

[APM-78] Disable installation from remote URL (#15292) (#15343) · arangodb/arangodb@d7b35a6 · GitHub MISC github.com

[APM-78] Disable installation from remote URL (#15292) · arangodb/arangodb@d9b7f01 · GitHub MISC github.com

CVE-2021-25939 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Discovery Credit

LEGACY: WhiteSource Vulnerability Research Team (WVR)

There are currently no legacy QID mappings associated with this CVE.
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