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Summary

CVE CVE-2021-25956

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-17 15:15:00 UTC

Updated 2022-11-17 17:21:00 UTC

Description In “Dolibarr” application, v3.3.beta1_20121221 to v13.0.2 have “Modify” access for admin level users to change other user’s details but fails to validate already existing “Login” name, while renaming the user “Login”. This leads to complete account takeover of the victim user. This happens since the password gets overwritten for the victim user having a similar login name.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dolibarr Dolibarr 3.3.0 beta1 All All

Application Dolibarr Dolibarr 3.3.0 beta2 All All

Application Dolibarr Dolibarr All All All All

Application Dolibarr Dolibarr Erp/crm 3.3.0 beta1 All All

Application Dolibarr Dolibarr Erp/crm 3.3.0 beta2 All All

References

Reference Source Link Tags

CVE-2021-25956 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

FIX Broken Access Control reported by Ahsan Aziz. · Dolibarr/dolibarr@c4cba43 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Daniel Elkabes

https://cve.report/
https://cve.report/CVE-2021-25956/mitre
https://cve.report/CVE-2021-25956/nist
https://cve.report/CVE-2021-25956/cve_org
https://cve.report/CVE-2021-25956.pdf
http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr
http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr
http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr
http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr_erp/crm
http://cve.report/vendor/dolibarr
http://cve.report/software/dolibarr/dolibarr_erp/crm
https://www.whitesourcesoftware.com/vulnerability-database/CVE-2021-25956
https://github.com/Dolibarr/dolibarr/commit/c4cba43bade736ab89e31013a6ccee59a6e077ee
https://www.cve.org/CVERecord?id=CVE-2021-25956
https://nvd.nist.gov/vuln/detail/CVE-2021-25956


There are currently no legacy QID mappings associated with this CVE.
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