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Summary

CVE CVE-2021-25961

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-09-29 14:15:00 UTC

Updated 2021-10-07 17:05:00 UTC

Description In “SuiteCRM” application, v7.1.7 through v7.10.31 and v7.11-beta through v7.11.20 fail to properly invalidate password reset links that is associated with a deleted user id, which makes it possible for account takeover of any newly created user with the same user id.

Risk And Classification

Problem Types: CWE-640

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Salesagility Suitecrm All All All All

References

Reference Source Link Tags

SuiteCRM 7.11.21 Release · salesagility/SuiteCRM@f463031 · GitHub MISC github.com

SuiteCRM 7.10.32 Release · salesagility/SuiteCRM@7124482 · GitHub MISC github.com

CVE-2021-25961 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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