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Certain versions of Shuup from Shuup contain the following
vulnerability:

“Shuup” application in versions 0.4.2 to 2.10.8 is affected by the
“Formula Injection” vulnerability. A customer can inject payloads in the
name input field in the billing address while buying a product. When a
store administrator accesses the reports page to export the data as an
Excel file and opens it, the payload gets executed.

CVSS3 Score: 8.8 - HIGH
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CVSS2 Score: 6.8 - MEDIUM
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CVE-2021-25962 has been assigned by  vulnerabilitylab@whitesourcesoftware.com to track the vulnerability - currently rated as
HIGH  severity.

Affected Vendor/Software:  shuup - shuup version >= 0.4.2

Affected Vendor/Software:  shuup - shuup version <= 2.10.8
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Description Tags Link

Reports: clean malicius
content from the HTML
and CSV exporters ·
shuup/shuup@0a2db39
· GitHub

github.com

text/html

 MISC
github.com/shuup/shuup/commit/0a2db392e8518410c282412561461cd8797eea51

CVE-2021-25962 |
WhiteSource
Vulnerability Database

www.whitesourcesoftware.com

text/html

 MISC www.whitesourcesoftware.com/vulnerability-database/CVE-2021-25962

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

980377 Python (pip) Security Update for shuup (GHSA-663j-rjcr-789f)

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Shuup Shuup All All All All
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