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Summary

CVE CVE-2021-25972

State PUBLIC

Assigner vulnerabilitylab@whitesourcesoftware.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-10-20 12:15:00 UTC

Updated 2021-10-25 19:20:00 UTC

Description In Camaleon CMS, versions 2.1.2.0 to 2.6.0, are vulnerable to Server-Side Request Forgery (SSRF) in the media upload feature, which allows admin users to fetch media files from external URLs but fails to validate URLs referencing to localhost or other internal servers. This allows attackers to read files stored in the internal server.

Risk And Classification

Problem Types: CWE-918

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Tuzitio Camaleon Cms All All All All

References

Reference Source Link Tags

CVE-2021-25972 | WhiteSource Vulnerability Database MISC www.whitesourcesoftware.com

Disallow uploads from localhost · owen2345/camaleon-cms@5a252d5 · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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