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Summary

CVE CVE-2021-26259

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-03-03 23:15:00 UTC

Updated 2023-11-07 03:31:00 UTC

Description A flaw was found in htmldoc in v1.9.12. Heap buffer overflow in render_table_row(),in ps-pdf.cxx may lead to arbitrary code execution and denial of service.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Htmldoc Project Htmldoc 1.9.12 All All All

References

Reference Source

Fix a crash bug with bogus table attributes (Issue #417) · michaelrsweet/htmldoc@0ddab26 · GitHub MISC

AddressSanitizer: heap-buffer-overflow on render_table_row() ps-pdf.cxx:6123:34 · Issue #417 · michaelrsweet/htmldoc · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178664 Debian Security Update for htmldoc (DSA 4928-1)

178690 Debian Security Update for htmldoc (DLA 2700-1)

180460 Debian Security Update for htmldoc (CVE-2021-26259)
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