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Summary

CVE CVE-2021-26262

State PUBLIC

Assigner ics-cert@hq.dhs.gov

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-11-19 19:15:00 UTC

Updated 2022-08-01 12:33:00 UTC

Description Philips MRI 1.5T and MRI 3T Version 5.x.x does not restrict or incorrectly restricts access to a resource from an unauthorized actor.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Philips Mri 1.5t - All All All

Operating System Philips Mri 1.5t Firmware All All All All

Hardware Philips Mri 3t - All All All

Operating System Philips Mri 3t Firmware All All All All

References

Reference Source Link Tags

Philips MRI 1.5T and 3T | CISA MISC us-cert.cisa.gov

Product Security | Philips MISC www.usa.philips.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Michael Aguilar, a Secureworks Adversary Group consultant, reported these
vulnerabilities to Philips.

https://cve.report/
https://cve.report/CVE-2021-26262/mitre
https://cve.report/CVE-2021-26262/nist
https://cve.report/CVE-2021-26262/cve_org
https://cve.report/CVE-2021-26262.pdf
http://cve.report/vendor/philips
http://cve.report/software/philips/mri_1.5t
http://cve.report/vendor/philips
http://cve.report/software/philips/mri_1.5t_firmware
http://cve.report/vendor/philips
http://cve.report/software/philips/mri_3t
http://cve.report/vendor/philips
http://cve.report/software/philips/mri_3t_firmware
https://us-cert.cisa.gov/ics/advisories/icsma-21-313-01
https://www.usa.philips.com/healthcare/about/customer-support/product-security
https://www.cve.org/CVERecord?id=CVE-2021-26262
https://nvd.nist.gov/vuln/detail/CVE-2021-26262


There are currently no legacy QID mappings associated with this CVE.
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