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CVE-2021-2629

MITRE NVD CVE.ORG Print: PDF %5

CVE CVE-2021-26291
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-04-23 15:15:00 UTC
Updated 2023-11-07 03:31:00 UTC
Description Apache Maven will follow repositories that are defined in a dependency’s Project Object Model (pom) which may be surpris

/ ]

1|

Risk And Classification

Problem Types: CWE-346

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application  Apache Kafka 2.6.1 All All All
Application Apache Kafka 2.71 All All All
Application ~ Apache  Kafka 2.8.0 All All All
Application  Apache Maven All All All All
Application ~ Oracle Financial Services Analytical Applications Infrastructure All All All All
Application  Oracle Financial Services Analytical Applications Infrastructure All All All All
Application Oracle Goldengate Big Data And Application Adapters 23.1 All All All
Application ~ Quarkus  Quarkus All All All All
Reference

Pony Mail!

[druid-commits] 20210809 [GitHub] [druid] abhishekagarwal87 merged pull request #11562: suppress CVE-2021-26291 on kafka-clients
[announce] 20210423 CVE-2021-26291: Apache Maven: block repositories using http by default

Pony Mail!

[karaf-issues] 20210816 [jira] [Updated] (KARAF-7240) Upgrade bcprov 1.69 artifacts to mitigate CVE-2020-28052

Pony Mail!



https://cve.report/
https://cve.report/CVE-2021-26291/mitre
https://cve.report/CVE-2021-26291/nist
https://cve.report/CVE-2021-26291/cve_org
https://cve.report/CVE-2021-26291.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/kafka
http://cve.report/vendor/apache
http://cve.report/software/apache/kafka
http://cve.report/vendor/apache
http://cve.report/software/apache/kafka
http://cve.report/vendor/apache
http://cve.report/software/apache/maven
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/financial_services_analytical_applications_infrastructure
http://cve.report/vendor/oracle
http://cve.report/software/oracle/goldengate_big_data_and_application_adapters
http://cve.report/vendor/quarkus
http://cve.report/software/quarkus/quarkus
https://lists.apache.org/thread.html/r2721aba31a8562639c4b937150897e24f78f747cdbda8641c0f659fe@%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/re75f8b3dbc5faa1640908f87e644d373e00f8b4e6ba3e2ba4bd2c80b%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r0556ce5db7231025785477739ee416b169d8aff5ee9bac7854d64736%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/red3bf6cbfd99e36b0c0a4fa1cea1eef1eb300c6bd8f372f497341265@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r167dbc42ef7c59802c2ca1ac14735ef9cf687c25208229993d6206fe%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/ra9d984eccfd2ae7726671e025f0296bf03786e5cdf872138110ac29b@%253Ccommits.druid.apache.org%253E

[kafka-commits] 20210521 [kafka] branch 2.7 updated: KAFKA-12820: Upgrade maven-artifact dependency to resolve CVE-2021-26291
Pony Mail!

[kafka-dev] 20210520 [jira] [Created] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291
Pony Mail!

[kafka-jira] 20210520 [jira] [Assigned] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291
Pony Mail!

Pony Mail!

[karaf-issues] 20210810 [jira] [Updated] (KARAF-7240) Upgrade bcprov artifacts to mitigate CVE-2020-28052
[karaf-issues] 20210719 [jira] [Commented] (KARAF-7224) Impact of CVE-2021-26291 on Karaf

Pony Mail!

[karaf-issues] 20210719 [jira] [Assigned] (KARAF-7223) Upgrade maven artifacts to mitigate CVE-2021-26291
oss-security - CVE-2021-26291: Apache Maven: block repositories using http by default

Pony Mail!

Pony Mail!

Oracle Critical Patch Update Advisory - April 2022

[kafka-jira] 20210520 [jira] [Created] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291
[karaf-issues] 20210719 [jira] [Assigned] (KARAF-7224) Impact of CVE-2021-26291 on Karaf

[maven-dev] 20210423 CVE-2021-26291: Apache Maven: block repositories using http by default

Pony Mail!

Pony Mail!

Pony Mail!

[karaf-issues] 20210816 [jira] [Updated] (KARAF-7240) Upgrade bcprov artifacts to mitigate CVE-2020-28052

Pony Mail!

Pony Mail!

Maven Vulnerability CVE-2021-26291: Over 100K Libraries Affected

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

Pony Mail!

[karaf-issues] 20210810 [jira] [Commented] (KARAF-7240) Upgrade bcprov artifacts to mitigate CVE-2020-28052
[karaf-issues] 20210817 [jira] [Updated] (KARAF-7240) Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052
[kafka-jira] 20210521 [jira] [Resolved] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291
[ilena-dev] 20210428 FYI: Maven CVE-2021-26291

Pony Mail!


https://lists.apache.org/thread.html/r86aebd0387ae19b740b3eb28bad83fe6aceca0d6257eaa810a6e0002%2540%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r86aebd0387ae19b740b3eb28bad83fe6aceca0d6257eaa810a6e0002@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/red3bf6cbfd99e36b0c0a4fa1cea1eef1eb300c6bd8f372f497341265%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r340e75c9bb6e8661b89e1cf2c52f4638a18312e57bd884722bc28f52@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r78fb6d2cf0ca332cfa43abd4471e75fa6c517ed9cdfcb950bff48d40%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0d083314aa3934dd4b6e6970d1f6ee50f6eaa9d867deb2cd96788478@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rf9abfc0223747a56694825c050cc6b66627a293a32ea926b3de22402@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rfc0db1f3c375087e69a239f9284ded72d04fbb55849eadde58fa9dc2%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r52c6cda14dc6315dc79e72d30109f4589e9c6300ef6dc1a019da32d4%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r3f0450dcab7e63b5f233ccfbc6fca5f1867a75c8aa2493ea82732381@%253Cdev.jena.apache.org%253E
https://lists.apache.org/thread.html/r07a89b32783f73bda6903c1f9aadeb859e5bef0a4daed6d87db8e4a9%2540%253Cissues.karaf.apache.org%253E
http://www.openwall.com/lists/oss-security/2021/04/23/5
https://lists.apache.org/thread.html/rfc0db1f3c375087e69a239f9284ded72d04fbb55849eadde58fa9dc2@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rdcbad6d8ce72c79827ed8c635f9a62dd919bb21c94a0b64cab2efc31@%253Cissues.karaf.apache.org%253E
https://www.oracle.com/security-alerts/cpuapr2022.html
https://lists.apache.org/thread.html/r86e1c81e03f441855f127980e9b3d41939d04a7caea2b7ab718e2288%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r74329c671df713f61ae4620ee2452a0443ccad7f33c60e8ed7d21ff9%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r06db4057b74e0598a412734f693a34a8836ac6f06d16d139e5e1027c%2540%253Cdev.maven.apache.org%253E
https://lists.apache.org/thread.html/re75f8b3dbc5faa1640908f87e644d373e00f8b4e6ba3e2ba4bd2c80b@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rcd6c3a36f1dbc130da1b89d0f320db7040de71661a512695a8d513ac@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/rcd37d9214b08067a2e8f2b5b4fd123a1f8cb6008698d11ef44028c21@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rcd37d9214b08067a2e8f2b5b4fd123a1f8cb6008698d11ef44028c21%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r4e1619cfefcd031fac62064a3858f5c9229eef907bd5d8ef14c594fc@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r74329c671df713f61ae4620ee2452a0443ccad7f33c60e8ed7d21ff9@%253Cissues.karaf.apache.org%253E
https://www.whitesourcesoftware.com/resources/blog/maven-security-vulnerability-cve-2021-26291/
https://lists.apache.org/thread.html/r53cd5de57aaa126038c5301d8f518f3defab3c5b1c7e17c97bad08d8@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/ra88a0eba7f84658cefcecc0143fd8bbad52c229ee5dfcbfdde7b6457@%253Cdev.jena.apache.org%253E
https://lists.apache.org/thread.html/r9a027668558264c4897633e66bcb7784099fdec9f9b22c38c2442f00%2540%253Cusers.maven.apache.org%253E
https://lists.apache.org/thread.html/r30e9fcba679d164158cc26236704c351954909c18cb2485d11038aa6@%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r71bc13669be84c2ff45b74a67929bc2da905c152e12a39b406e3c2a0@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r77af3ac7c3bfbd5454546e13faf7aec21d627bdcf36c9ca240436b94%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r2ddabd06d94b60cfb0141e4abb23201c628ab925e30742f61a04d013%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r0a5e4ff2a7ca7ad8595d7683afbaeb3b8788ba974681907f97e7dc8e%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/ra88a0eba7f84658cefcecc0143fd8bbad52c229ee5dfcbfdde7b6457%2540%253Cdev.jena.apache.org%253E
https://lists.apache.org/thread.html/r167dbc42ef7c59802c2ca1ac14735ef9cf687c25208229993d6206fe@%253Cissues.karaf.apache.org%253E

Fony Mail!

[kafka-jira] 20210520 [GitHub] [kafka] dongjinleekr opened a new pull request #10739: KAFKA-12820: Upgrade maven-artifact dependency to
[kafka-jira] 20210809 [jira] [Commented] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291

Pony Mail!

Pony Mail!

[kafka-commits] 20210521 [kafka] branch 2.6 updated: KAFKA-12820: Upgrade maven-artifact dependency to resolve CVE-2021-26291
Pony Mail!

[myfaces-dev] 20210506 [GitHub] [myfaces-tobago] lofwyr14 opened a new pull request #817: build: CVE fix

Pony Mail!

Pony Mail!

Pony Mail!

[karaf-issues] 20210718 [jira] [Created] (KARAF-7223) Upgrade maven artifacts to mitigate CVE-2021-26291

Pony Mail!

[karaf-issues] 20210810 [jira] [Created] (KARAF-7240) Upgrade bcprov artifacts to mitigate CVE-2020-28052

Pony Mail!

Pony Mail!

[karaf-issues] 20210820 [jira] [Updated] (KARAF-7240) Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

[karaf-issues] 20210817 [jira] [Commented] (KARAF-7240) Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

[kafka-jira] 20210521 [GitHub] [kafka] omkreddy merged pull request #10739: KAFKA-12820: Upgrade maven-artifact dependency to resolve |
Pony Mail!

lists.apache.org/thread.html/r7212b874e575e59d648980d91bc22e684906aee9b211ab92...

Pony Mail!

Pony Mail!

[kafka-commits] 20210521 [kafka] branch 2.8 updated: KAFKA-12820: Upgrade maven-artifact dependency to resolve CVE-2021-26291
[karaf-issues] 20210824 [jira] [Commented] (KARAF-7240) Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052

[iena-dev] 20210429 Re: FYI: Maven CVE-2021-26291

[karaf-issues] 20210824 [jira] [Resolved] (KARAF-7240) Upgrade bcprov 1.68 artifacts to mitigate CVE-2020-28052
lists.apache.org/thread.html/rcd6c3a36f1dbc130da1b89d0f320db7040de71661a512695...

[druid-commits] 20210809 [GitHub] [druid] jihoonson commented on pull request #11562: suppress CVE-2021-26291 on kafka-clients
[karaf-issues] 20210718 [jira] [Created] (KARAF-7224) Impact of CVE-2021-26291 on Karaf

[kafka-users] 20210617 vulnerabilities

Pony Mail!

[karaf-issues] 20210720 [jira] [Commented] (KARAF-7224) Impact of CVE-2021-26291 on Karaf

Pony Mail!

Oracle Critical Patch Update Advisory - July 2022

Pony Mail!


https://lists.apache.org/thread.html/rfc27e2727a20a574f39273e0432aa97486a332f9b3068f6ac1346594@%253Cdev.myfaces.apache.org%253E
https://lists.apache.org/thread.html/r340e75c9bb6e8661b89e1cf2c52f4638a18312e57bd884722bc28f52%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0d083314aa3934dd4b6e6970d1f6ee50f6eaa9d867deb2cd96788478%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r9a027668558264c4897633e66bcb7784099fdec9f9b22c38c2442f00@%253Cusers.maven.apache.org%253E
https://lists.apache.org/thread.html/r5ae6aaa8a2ce86145225c3516bb45d315c0454e3765d651527e5df8a@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/rc7ae2530063d1cd1cf8e9fa130d10940760f927168d4063d23b8cd0a%2540%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0556ce5db7231025785477739ee416b169d8aff5ee9bac7854d64736@%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/rfc27e2727a20a574f39273e0432aa97486a332f9b3068f6ac1346594%2540%253Cdev.myfaces.apache.org%253E
https://lists.apache.org/thread.html/r77af3ac7c3bfbd5454546e13faf7aec21d627bdcf36c9ca240436b94@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r08a401f8c98a99f68d061fde6e6659d695f28d60fe4f0413bcb355b0@%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r78fb6d2cf0ca332cfa43abd4471e75fa6c517ed9cdfcb950bff48d40@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r53cd5de57aaa126038c5301d8f518f3defab3c5b1c7e17c97bad08d8%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r39fa6ec4b7e912d3e04ea68efd23e554ec9c8efa2c96f5b45104fc61@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/rdcbad6d8ce72c79827ed8c635f9a62dd919bb21c94a0b64cab2efc31%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rc9e441c1576bdc4375d32526d5cf457226928e9c87b9f54ded26271c@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r96cc126d3ee9aa42af9d3bb4baa94828b0a5f656584a50dcc594125f@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r30a139c165b3da6e0d5536434ab1550534011b1fdfcd2f5d95892c5b%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r4e1619cfefcd031fac62064a3858f5c9229eef907bd5d8ef14c594fc%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r39fa6ec4b7e912d3e04ea68efd23e554ec9c8efa2c96f5b45104fc61%2540%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r30a139c165b3da6e0d5536434ab1550534011b1fdfcd2f5d95892c5b@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r7212b874e575e59d648980d91bc22e684906aee9b211ab92da9591f5%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r86e1c81e03f441855f127980e9b3d41939d04a7caea2b7ab718e2288@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r0a5e4ff2a7ca7ad8595d7683afbaeb3b8788ba974681907f97e7dc8e@%253Cjira.kafka.apache.org%253E
https://lists.apache.org/thread.html/r5ae6aaa8a2ce86145225c3516bb45d315c0454e3765d651527e5df8a%2540%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/rf9abfc0223747a56694825c050cc6b66627a293a32ea926b3de22402%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r3f0450dcab7e63b5f233ccfbc6fca5f1867a75c8aa2493ea82732381%2540%253Cdev.jena.apache.org%253E
https://lists.apache.org/thread.html/rc9e441c1576bdc4375d32526d5cf457226928e9c87b9f54ded26271c%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/rcd6c3a36f1dbc130da1b89d0f320db7040de71661a512695a8d513ac%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/r08a401f8c98a99f68d061fde6e6659d695f28d60fe4f0413bcb355b0%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/r71bc13669be84c2ff45b74a67929bc2da905c152e12a39b406e3c2a0%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r2721aba31a8562639c4b937150897e24f78f747cdbda8641c0f659fe%2540%253Cusers.kafka.apache.org%253E
https://lists.apache.org/thread.html/r2ddabd06d94b60cfb0141e4abb23201c628ab925e30742f61a04d013@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r96cc126d3ee9aa42af9d3bb4baa94828b0a5f656584a50dcc594125f%2540%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r52c6cda14dc6315dc79e72d30109f4589e9c6300ef6dc1a019da32d4@%253Cissues.karaf.apache.org%253E
https://www.oracle.com/security-alerts/cpujul2022.html
https://lists.apache.org/thread.html/r7212b874e575e59d648980d91bc22e684906aee9b211ab92da9591f5@%253Cdev.kafka.apache.org%253E

Pony Mail!

[kafka-dev] 20210521 [jira] [Resolved] (KAFKA-12820) Upgrade maven-artifact dependency to resolve CVE-2021-26291

[druid-commits] 20210809 [GitHub] [druid] abhishekagarwal87 opened a new pull request #11562: suppress CVE-2021-26291 on kafka-client:
Pony Mail!

Pony Mail!

CVE Program record

NVD vulnerability detail

/

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Maven would like to thank Jonathan Leitschuh for highlighting the need for
this change.

| Legacy QID Mappings

182061 Debian Security Update for maven (CVE-2021-26291)

199107 Ubuntu Security Notification for Apache Maven Vulnerability (USN-5805-1)

375721 Apache Maven Custom Repositories In Dependency POM Vulnerability

690165 Free Berkeley Software Distribution (FreeBSD) Security Update for apache maven (20006b5f-a0bc-11eb-8ae6-fc4dd43e2b6a)

87496 Oracle WebLogic Server Multiple Vulnerabilities (CPUJUL2022)

900038 CBL-Mariner Linux Security Update for maven 3.5.4

902796 Common Base Linux Mariner (CBL-Mariner) Security Update for maven (4164)

980354 Java (maven) Security Update for org.apache.maven:maven (GHSA-2{88-5hg8-9x2x)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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https://lists.apache.org/thread.html/r07a89b32783f73bda6903c1f9aadeb859e5bef0a4daed6d87db8e4a9@%253Cissues.karaf.apache.org%253E
https://lists.apache.org/thread.html/r30e9fcba679d164158cc26236704c351954909c18cb2485d11038aa6%2540%253Cdev.kafka.apache.org%253E
https://lists.apache.org/thread.html/ra9d984eccfd2ae7726671e025f0296bf03786e5cdf872138110ac29b%2540%253Ccommits.druid.apache.org%253E
https://lists.apache.org/thread.html/rc7ae2530063d1cd1cf8e9fa130d10940760f927168d4063d23b8cd0a@%253Ccommits.kafka.apache.org%253E
https://lists.apache.org/thread.html/r06db4057b74e0598a412734f693a34a8836ac6f06d16d139e5e1027c@%253Cdev.maven.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2021-26291
https://nvd.nist.gov/vuln/detail/CVE-2021-26291
http://cve.report/qid/182061
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