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CVE-2021-26295 - advisory for OFBIZ-12167

Source: Mitre  Source: NIST  CVE.ORG  Print: PDF 

Certain versions of Ofbiz from Apache contain the following
vulnerability:

Apache OFBiz has unsafe deserialization prior to 17.12.06. An
unauthenticated attacker can use this vulnerability to successfully take
over Apache OFBiz.

Vulnerability Patch/Work Around

CVSS3 Score: 9.8 - CRITICAL
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CVE References

CVE-2021-26295 has been assigned by  security@apache.org to track the vulnerability - currently rated as CRITICAL  severity.

Affected Vendor/Software:  Apache Software Foundation - Apache OFBiz version 17.12.01 to 17.12.05

Upgrade to at least 17.12.06 or apply the patch at https://github.com/apache/ofbiz-framework/commit/af9ed4e/
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CVE References

Description Tags Link

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210324 [jira] [Commented] (OFBIZ-12167) Adds a blacklist (to be renamed soon to denylist) in Java
serialisation (CVE-2021-26295)

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210329 [jira] [Commented] (OFBIZ-12167) Adds a blacklist (to be renamed soon to denylist) in Java
serialisation (CVE-2021-26295)

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-dev] 20210325 Comment out the SOAP and HTTP engines?

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210329 [jira] [Commented] (OFBIZ-6942) Comment out RMI related code because of the Java
deserialization issue [CVE-2016-2170]

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-commits] 20210427 [ofbiz-site] branch master updated: Updates security page for CVE-2021-29200 and 30128 fixed
in 17.12.07

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210427 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-
30128]

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-commits] 20210811 [ofbiz-site] branch master updated: Updates security page for CVE-2021-37608 fixed in 17.12.08

Pony Mail! lists.apache.org

text/html

 MISC
lists.apache.org/thread.html/r3c1802eaf34aa78a61b4e8e044c214bc94accbd28a11f3a276586a31%40%3Cuser.ofbiz.apache.org%3E

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210605 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-
30128]

Apache OFBiz
SOAP Java
Deserialization
≈ Packet
Storm

packetstormsecurity.com

text/html

 MISC packetstormsecurity.com/files/162104/Apache-OFBiz-SOAP-Java-Deserialization.html

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-dev] 20210325 Re: Comment out the SOAP and HTTP engines?

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-dev] 20210329 Re: Comment out the SOAP and HTTP engines?

Pony Mail! lists.apache.org

text/html

 MLIST [ofbiz-notifications] 20210729 [jira] [Updated] (OFBIZ-12212) Comment out the SOAP and HTTP engines - Fix [CVE-2021-
30128]

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

Related QID Numbers

375399 Apache OFBiz Unsafe Deserialization Vulnerability (OFBIZ-12167)

Exploit/POC from Github

CVE-2021-26295-POC 利用DNSlog进行CVE-2021-26295的漏洞验证。 使用 poc：将目标放
于target.txt后运行python poc.py即可。（Jdk环境需<12，否则ysoserial无法正常…

Known Affected Configurations (CPE V2.3)

�

http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.apache.org/thread.html/r6e4579c4ebf7efeb462962e359501c6ca4045687f12212551df2d607@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rc9bd0d3d794dc370bc70585960841868cb29b92dcc80552b84ca2599@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r0d97a3b7a14777b9e9e085b483629d2774343c4723236d1c73f43ff0@%253Cdev.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r3ee005dd767cd83f522719423f5e7dd316f168ddbd1dc51a13d4e244@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r108a964764b8bd21ebd32ccd4f51c183ee80a251c105b849154a8e9d@%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rbe512e5ccd6b11169c6379daa1234bc805f3d53c5a38224e956295ce@%253Cnotifications.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rbe8439b26a71fc3b429aa793c65dcc4a6e349bc7bb5010746a74fa1d@%253Ccommits.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r3c1802eaf34aa78a61b4e8e044c214bc94accbd28a11f3a276586a31%2540%253Cuser.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rab718cfe6468085d7560c0c1ae816841e175886199f42e36efb8d735@%253Cnotifications.ofbiz.apache.org%253E
http://packetstormsecurity.com/files/162104/Apache-OFBiz-SOAP-Java-Deserialization.html
https://lists.apache.org/thread.html/reccf8c8a58337ce7c035495d3d82fbc549e97036a9789a2a7d9cccf6@%253Cdev.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/rec5e9fdcdca13099cfb29f632333f44ad1dd60d90f67b90434e4467a@%253Cdev.ofbiz.apache.org%253E
https://lists.apache.org/thread.html/r078351a876ed284ba667b33aba29428d7308a5bd4df78f14a3df6661@%253Cnotifications.ofbiz.apache.org%253E
mailto:%20comment@cve.report
http://cve.report/qid/375399


Type Vendor Product Version Update Edition Language

Application Apache Ofbiz All All All All

Discovery Credit

Apache OFBiz would like to thank the first report from "r00t4dm at Cloud-Penetrating Arrow
Lab and Longofo at Knownsec 404 Team" and the second report by MagicZero from SGLAB
of Legendsec at Qi'anxin Group.

Social Mentions

Source Title Posted (UTC)

@GrupoICA_Ciber
?APACHE? Múltiples vulnerabilidades de severidad alta en productos APACHE: CVE-2021-
26295,CVE-2020-13949 Más inf… twitter.com/i/web/status/1…

2021-03-27
08:55:22

@GrupoICA_Ciber
?APACHE? Múltiples vulnerabilidades de severidad alta en productos APACHE: CVE-2021-
26295,CVE-2020-13936 Más inf… twitter.com/i/web/status/1…

2021-03-30
07:55:18

@goby77463399
New vulnerability: Apache OFBiz rmi RCE（CVE-2021-26295） More Vulnerabilities,
github.com/gobysec/GobyVu… Provide Feed… twitter.com/i/web/status/1…

2021-04-01
06:45:40

 @3XS0 New vulnerability: Apache OFBiz rmi RCE（CVE-2021-26295） More Vulnerabilities,
github.com/gobysec/GobyVu… Provide Feed… twitter.com/i/web/status/1…

2021-04-02
11:22:13

 @zhzyker #CVE CVE-2021-26295 Apache OFBiz RCE RMI Deserializes Remote Code Execution ROME
chain provided by ysoserial make d… twitter.com/i/web/status/1…

2021-04-04
08:22:23

 @zhzyker 脚本在这里： github.com/zhzyker/exphub… 2021-04-04
09:21:37

 @ipssignatures The vuln CVE-2021-26295 has a tweet created 0 days ago and retweeted 10 times.
twitter.com/zhzyker/status… #pow1rtrtwwcve

2021-04-04
15:06:00

@GrupoICA_Ciber
?APACHE? Múltiples vulnerabilidades de severidad alta en productos APACHE: CVE-2021-
26295,CVE-2021-26919 Más inf… twitter.com/i/web/status/1…

2021-04-07
07:55:03

 @ka0com Apache OFBizの脆弱性（CVE-2021-26295）の検証：環境構築編 - nekotosec.com/verification-o… 2021-04-14
09:12:43

 @ipssignatures It's new to me that WatchGuard has a protection/signature/rule for the vulnerability CVE-2021-
26295.… twitter.com/i/web/status/1…

2021-04-27
19:02:03

 @ipssignatures It is the first time for me to know a protection/signature/rule for the vulnerability CVE-2021-26295.
#S75xmcp23zv446

2021-04-27
19:02:03

 @ipssignatures It's new to me that CheckPoint has a protection/signature/rule for the vulnerability CVE-2021-
26295.… twitter.com/i/web/status/1…

2021-04-29
11:02:01

 @ipssignatures I know one more IPS that has a protection/signature/rule for the vulnerability CVE-2021-26295.
ipssignatures.appspot.com/?cve=CVE-2021-… #S75xmcp23zv446

2021-04-29
11:02:01

 @wallcorners Phân tích CVE-2021-26295 Apache OFBIZ codechay.com/tin-tuc-chung-… 2021-06-19
19:21:01

@RapidSafeguard
Apace Ofbiz RCE | CVE-2021-26295 youtu.be/2vpv8zUnmhI @vulnmachines #infosec
#cybersecurity #bugbounty

2021-06-20
18:47:58

 @Securityblog apache ofbiz rce | cve-2021-26295 poc youtu.be/2vpv8zUnmhI via @YouTube 2021-06-24
12:34:36

 @d34dr4bbit Watch “apache ofbiz rce | cve-2021-26295 poc” on YouTube 2021-06-24

cpe:2.3:a:apache:ofbiz:*:*:*:*:*:*:*:*:

http://cve.report/vendor/apache
http://cve.report/software/apache/ofbiz
https://twitter.com/i/web/status/1375733170281324544
https://twitter.com/i/web/status/1376805220336947208
http://github.com/gobysec/GobyVuls
https://twitter.com/i/web/status/1377512468336029700
http://github.com/gobysec/GobyVuls
https://twitter.com/i/web/status/1377944455492304897
https://twitter.com/i/web/status/1378623973756268549
https://github.com/zhzyker/exphub/blob/master/ofbiz/cve-2021-26295_rce.py
https://twitter.com/zhzyker/status/1378623973756268549
https://twitter.com/i/web/status/1379704257318912001
https://nekotosec.com/verification-of-cve-2021-26295-1/?utm_source=rss&utm_medium=rss&utm_campaign=verification-of-cve-2021-26295-1
https://twitter.com/i/web/status/1387119871931166720
https://twitter.com/i/web/status/1387723843020673028
https://ipssignatures.appspot.com/?cve=CVE-2021-26295
http://codechay.com/tin-tuc-chung-xa-hoi/phan-tich-cve-2021-26295-apache-ofbiz/
https://youtu.be/2vpv8zUnmhI
https://youtu.be/2vpv8zUnmhI


← Previous ID Next ID→

 @d34dr4bbit Watch “apache ofbiz rce | cve-2021-26295 poc” on YouTube
aeternusmalus.wordpress.com/2021/06/24/wat…

2021-06-24
12:34:58

 @Securityblog apache ofbiz rce | cve-2021-26295 poc youtu.be/2vpv8zUnmhI via @YouTube 2021-08-08
15:35:17

 @ipssignatures It's new to me that Hillstone has a protection/signature/rule for the vulnerability CVE-2021-26295.…
twitter.com/i/web/status/1…

2021-09-13
08:02:04

 @ipssignatures I know 2 other IPSs that have protections/signatures/rules for the vulnerability CVE-2021-26295.
ipssignatures.appspot.com/?cve=CVE-2021-… #S75xmcp23zv446

2021-09-13
08:02:04

 @ipssignatures It's new to me that Astaro has a protection/signature/rule for the vulnerability CVE-2021-26295.…
twitter.com/i/web/status/1…

2023-03-19
04:02:01

 @ipssignatures I know 3 other IPSs that have protections/signatures/rules for the vulnerability CVE-2021-26295.
ipssignatures.appspot.com/?cve=CVE-2021-… #S75xmcp23zv446

2023-03-19
04:02:01
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