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/
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PUBLIC

psirt@amd.com

CVE Program / NVD first with legacy fallback

2021-06-09 12:15:00 UTC

2022-08-01 12:41:00 UTC

Potential speculative code store bypass in all supported CPU products, in conjunction with software vulnerabilities relating t

Risk And Classification
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Problem Types: CWE-203

NVD Known Affected Configurations (CPE 2.3)
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Product

Ryzen 5 5600x
Ryzen 7 2700x
Ryzen Threadripper 2990wx
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Core 19-9900k
Xeon Silver 4214
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All
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All
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References

Reference

Debian -- Security Information -- DSA-4931-1 xen

oss-security - Re: Xen Security Advisory 375 v3 (CVE-2021-0089,CVE-2021-26313) - Speculative Code Store Bypass

oss-security - Xen Security Advisory 375 v3 (CVE-2021-0089,CVE-2021-26313) - Speculative Code Store Bypass

Source

MLIST

MLIST

DEBIAN

Link

WWW.O[.

WWW.OF

www.de


https://cve.report/
https://cve.report/CVE-2021-26313/mitre
https://cve.report/CVE-2021-26313/nist
https://cve.report/CVE-2021-26313/cve_org
https://cve.report/CVE-2021-26313.pdf
http://cve.report/vendor/amd
http://cve.report/software/amd/ryzen_5_5600x
http://cve.report/vendor/amd
http://cve.report/software/amd/ryzen_7_2700x
http://cve.report/vendor/amd
http://cve.report/software/amd/ryzen_threadripper_2990wx
http://cve.report/vendor/arm
http://cve.report/software/arm/cortex-a72
http://cve.report/vendor/broadcom
http://cve.report/software/broadcom/bcm2711
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-10700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i7-7700k
http://cve.report/vendor/intel
http://cve.report/software/intel/core_i9-9900k
http://cve.report/vendor/intel
http://cve.report/software/intel/xeon_silver_4214
http://cve.report/vendor/xen
http://cve.report/software/xen/xen
http://www.openwall.com/lists/oss-security/2021/06/10/11
http://www.openwall.com/lists/oss-security/2021/06/09/2
https://www.debian.org/security/2021/dsa-4931

oss-security - Xen Security Advisory 375 v4 (CVE-2021-0089,CVE-2021-26313) - Speculative Code Store Bypass MLIST WWW.O[
[SECURITY] Fedora 34 Update: xen-4.14.2-2.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fed

oss-security - Re: Xen Security Advisory 375 v3 (CVE-2021-0089,CVE-2021-26313) - Speculative Code Store Bypass MLIST WWW.Of

XSA-375 - Xen Security Advisories CONFIRM  xenbits.
Xen: Multiple vulnerabilities (GLSA 202107-30) — Gentoo security GENTOO  security
www.amd.com/en/corporate/product-security/bulletin/amd-sb-1003 MISC www.ar
[SECURITY] Fedora 33 Update: xen-4.14.2-2.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fed
CVE Program record CVE.ORG www.cv
NVD vulnerability detail NVD nvd.nist
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

178672 Debian Security Update for xen (DSA 4931-1)

180049 Debian Security Update for xen (CVE-2021-26313)

281644 Fedora Security Update for xen (FEDORA-2021-993693c914)

281645 Fedora Security Update for xen (FEDORA-2021-41d4347447)

377778 Citrix XenServer Security Updates (CTX316324)

390221 Oracle Managed Virtualization (VM) Server for x86 Security Update for xen (OVMSA-2021-0020)
390231 Oracle Managed Virtualization (VM) Server for x86 Security Update for xen (OVMSA-2021-0020)

710038 Gentoo Linux Xen Multiple vulnerabilities (GLSA 202107-30)

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

CVE.report and Source URL Uptime Status status.cve.report


http://www.openwall.com/lists/oss-security/2021/06/10/1
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/H36U6CNREC436W6GYO7QUMJIVEA35SCV/
http://www.openwall.com/lists/oss-security/2021/06/10/10
http://xenbits.xen.org/xsa/advisory-375.html
https://security.gentoo.org/glsa/202107-30
https://www.amd.com/en/corporate/product-security/bulletin/amd-sb-1003
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/SVA2NY26MMXOODUMYZN5DCU3FXMBMBOB/
https://www.cve.org/CVERecord?id=CVE-2021-26313
https://nvd.nist.gov/vuln/detail/CVE-2021-26313
http://cve.report/qid/178672
http://cve.report/qid/180049
http://cve.report/qid/281644
http://cve.report/qid/281645
http://cve.report/qid/377778
http://cve.report/qid/390221
http://cve.report/qid/390231
http://cve.report/qid/710038
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-26313
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


