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Summary

CVE CVE-2021-26346

State PUBLIC

Assigner psirt@amd.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2023-01-11 08:15:00 UTC

Updated 2023-01-24 17:51:00 UTC

Description Failure to validate the integer operand in ASP (AMD Secure Processor) bootloader may allow an attacker to introduce an integer overflow in the L2 directory table in SPI flash resulting in a potential denial of service.

Risk And Classification

Problem Types: CWE-190

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Amd Ryzen 3 3100 - All All All

Operating System Amd Ryzen 3 3100 Firmware - All All All

Hardware Amd Ryzen 3 3200g - All All All

Operating System Amd Ryzen 3 3200g Firmware - All All All

Hardware Amd Ryzen 3 3200u - All All All

Operating System Amd Ryzen 3 3200u Firmware - All All All

Hardware Amd Ryzen 3 3250c - All All All

Operating System Amd Ryzen 3 3250c Firmware - All All All

Hardware Amd Ryzen 3 3250u - All All All

Operating System Amd Ryzen 3 3250u Firmware - All All All

Hardware Amd Ryzen 3 3300g - All All All

Operating System Amd Ryzen 3 3300g Firmware - All All All

Hardware Amd Ryzen 3 3300u - All All All

Operating System Amd Ryzen 3 3300u Firmware - All All All

Hardware Amd Ryzen 3 3300x - All All All

Operating System Amd Ryzen 3 3300x Firmware - All All All

Hardware Amd Ryzen 3 3350u - All All All
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