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Summary

CVE CVE-2021-26360

State PUBLIC

Assigner psirt@amd.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-11-09 21:15:00 UTC

Updated 2023-08-08 14:22:00 UTC

Description An attacker with local access to the system can make unauthorized modifications of the security configuration of the SOC registers. This could allow potential corruption of AMD secure processor’s encrypted memory contents which may lead to arbitrary code execution in ASP.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Amd Enterprise Driver All All All All

Application Amd Radeon Pro Software All All All All

Hardware Amd Radeon Pro W6300m - All All All

Hardware Amd Radeon Pro W6400 - All All All

Hardware Amd Radeon Pro W6500m - All All All

Hardware Amd Radeon Pro W6600 - All All All

Hardware Amd Radeon Pro W6600m - All All All

Hardware Amd Radeon Pro W6600x - All All All

Hardware Amd Radeon Pro W6800 - All All All

Hardware Amd Radeon Pro W6800x - All All All

Hardware Amd Radeon Pro W6800x Duo - All All All

Hardware Amd Radeon Pro W6900x - All All All

Hardware Amd Radeon Rx 6300m - All All All

Hardware Amd Radeon Rx 6400 - All All All

Hardware Amd Radeon Rx 6500m - All All All

Hardware Amd Radeon Rx 6500 Xt - All All All

Hardware Amd Radeon Rx 6600 - All All All
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Hardware Amd Radeon Rx 6600 - All All All

Hardware Amd Radeon Rx 6600m - All All All

Hardware Amd Radeon Rx 6600s - All All All

Hardware Amd Radeon Rx 6600 Xt - All All All

Hardware Amd Radeon Rx 6650m - All All All

Hardware Amd Radeon Rx 6650m Xt - All All All

Hardware Amd Radeon Rx 6650 Xt - All All All

Hardware Amd Radeon Rx 6700 - All All All

Hardware Amd Radeon Rx 6700m - All All All

Hardware Amd Radeon Rx 6700s - All All All

Hardware Amd Radeon Rx 6700 Xt - All All All

Hardware Amd Radeon Rx 6750 Xt - All All All

Hardware Amd Radeon Rx 6800 - All All All

Hardware Amd Radeon Rx 6800m - All All All

Hardware Amd Radeon Rx 6800s - All All All

Hardware Amd Radeon Rx 6800 Xt - All All All

Hardware Amd Radeon Rx 6850m Xt - All All All

Hardware Amd Radeon Rx 6900 Xt - All All All

Hardware Amd Radeon Rx 6950 Xt - All All All

Application Amd Radeon Software All All All All

References
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AMD Graphics Driver Vulnerabilities – November 2022 | AMD MISC www.amd.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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