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Summary

CVE CVE-2021-26423

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-08-12 18:15:00 UTC

Updated 2023-12-28 20:15:00 UTC

Description .NET Core and Visual Studio Denial of Service Vulnerability

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft .net All All All All

Application Microsoft .net Core All All All All

Application Microsoft .net Core All All All All

Application Microsoft Powershell Core All All All All

Application Microsoft Visual Studio 2017 All All All All

Application Microsoft Visual Studio 2019 8.10 All All All

Application Microsoft Visual Studio 2019 All All All All

References

Reference Source Link Tags

Security Update Guide - Microsoft Security Response Center N/A portal.msrc.microsoft.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159350 Oracle Enterprise Linux Security Update for .NET Core 3.1 (ELSA-2021-3142)
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CVE.report and Source URL Uptime Status status.cve.report

159352 Oracle Enterprise Linux Security Update for .NET 5.0 (ELSA-2021-3148)

239550 Red Hat Update for .NET 5.0 (RHSA-2021:3148)

239551 Red Hat Update for .NET 5.0 on RHEL 7 (RHSA-2021:3147)

239553 Red Hat Update for .NET Core 3.1 on RHEL 7 (RHSA-2021:3143)

239554 Red Hat Update for .NET Core 3.1 (RHSA-2021:3142)

375799 PowerShell Core Multiple .NET Vulnerabilities

377162 Alibaba Cloud Linux Security Update for .net core 3.1 (ALINUX3-SA-2021:0062)

900309 CBL-Mariner Linux Security Update for aspnetcore-runtime-3.1 3.1.15

91807 Microsoft .NET Core and ASP.NET Core Security Update for August 2021

91809 Microsoft Visual Studio Security Update for August 2021

940040 AlmaLinux Security Update for .NET (ALSA-2021:3148)

940107 AlmaLinux Security Update for .NET (ALSA-2021:3142)

960025 Rocky Linux Security Update for .NET (RLSA-2021:3142)

960028 Rocky Linux Security Update for .NET (RLSA-2021:3148)

http://cve.report/qid/159352
http://cve.report/qid/239550
http://cve.report/qid/239551
http://cve.report/qid/239553
http://cve.report/qid/239554
http://cve.report/qid/375799
http://cve.report/qid/377162
http://cve.report/qid/900309
http://cve.report/qid/91807
http://cve.report/qid/91809
http://cve.report/qid/940040
http://cve.report/qid/940107
http://cve.report/qid/960025
http://cve.report/qid/960028
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://status.cve.report

	CVE-2021-26423
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References
	Legacy QID Mappings


