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CVE CVE-2021-26540
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-08 17:15:00 UTC
Updated 2021-04-01 15:02:00 UTC
Description Apostrophe Technologies sanitize-html before 2.3.2 does not properly validate the hostnames set by the "allowedlframeHo:

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Apostrophecms Sanitize-html All All All All

Application Apostrophecms Sanitize-html All All All All

Reference Source Link

new and interesting iframe validation exploits by boutell - Pull Request #460 - apostrophecms/sanitize-html - GitHub ~ MISC github.con
sanitize-html/CHANGELOG.md at main - apostrophecms/sanitize-html - GitHub MISC github.con
advisory.checkmarx.net/advisory/CX-2021-4309 MISC advisory.c
CVE Program record CVE.ORG www.cve.c
NVD vulnerability detail NVD nvd.nist.gc
4

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

982673 Nodejs (npm) Security Update for sanitize-html (GHSA-mjxr-4v3x-q3m4)
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