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CVE CVE-2021-26559
State PUBLIC
Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-17 15:15:00 UTC
Updated 2023-11-07 03:31:00 UTC
Description Improper Access Control on Configurations Endpoint for the Stable APl of Apache Airflow allows users with Viewer or User

/ ]

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Airflow 2.0.0 All All All

Application Apache Airflow 2.0.0 All All All

Reference Se

oss-security - CVE-2021-26559: Apache Airflow 2.0.0: CWE-284 Improper Access Control on Configurations Endpoint for the Stable APl ML

[announce] 20210217 CVE-2021-26559: Apache Airflow: CWE-284 Privilege Escalation Attack

Pony Mail! MI
Pony Mail! ML
CVE Program record C\
NVD vulnerability detail N\

/ |

Vendor Comments And Credit

Discovery Credit

LEGACY: Apache Airflow would like to thank lan Carroll for reporting this issue.

Legacy QID Mappings


https://cve.report/
https://cve.report/CVE-2021-26559/mitre
https://cve.report/CVE-2021-26559/nist
https://cve.report/CVE-2021-26559/cve_org
https://cve.report/CVE-2021-26559.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
http://cve.report/vendor/apache
http://cve.report/software/apache/airflow
http://www.openwall.com/lists/oss-security/2021/02/17/1
https://lists.apache.org/thread.html/rd142565996d7ee847b9c14b8a9921dcf80bc6bc160e3d9dca6dfc2f8%2540%253Cannounce.apache.org%253E
https://lists.apache.org/thread.html/r3b3787700279ec361308cbefb7c2cce2acb26891a12ce864e4a13c8d%2540%253Cusers.airflow.apache.org%253E
https://lists.apache.org/thread.html/rd142565996d7ee847b9c14b8a9921dcf80bc6bc160e3d9dca6dfc2f8@%253Cannounce.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2021-26559
https://nvd.nist.gov/vuln/detail/CVE-2021-26559

982813 Python (pip) Security Update for apache-airflow (GHSA-ffw3-6mp6-jmv;j)
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