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Stack-based buffer overflow vulnerability in frontend/main.c in faad2 before 2.2.7.1 allow local attackers to execute arbitrary
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Operating System
Operating System
Hardware
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Hardware
Hardware
Hardware

Hardware

Operating System

Vendor Product Version Update  Edition Language
Faad2 Project Faad2 All All All All
Synology Diskstation Manager All All All All
Synology Diskstation Manager All All All All
Synology Diskstation Manager Unified Controller 3.0 All All All
Synology Diskstation Manager Unified Controller 3.0 All All All
Synology Skynas - All All All
Synology Skynas - All All All
Synology Skynas - All All All
Synology Skynas Firmware - All All All
Synology Skynas Firmware - All All All
Synology Uc3200 - All All All
Synology Uc3200 - All All All
Synology Uc3200 - All All All
Synology Vs960hd - All All All
Synology Vs960hd - All All All
Synology Vs960hd - All All All
Synology Vs960hd Firmware - All All All
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Operating System Synology Vs960hd Firmware - All All All
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Reference Source Link Tags

Dynamically allocate file name buffers. - knikO/faad2@720f700 - GitHub MISC github.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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