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Summary

CVE CVE-2021-26701

State PUBLIC

Assigner secure@microsoft.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2021-02-25 23:15:00 UTC

Updated 2023-12-29 17:16:00 UTC

Description .NET Core Remote Code Execution Vulnerability This CVE ID is unique from CVE-2021-24112.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 32 All All All

Operating System Fedoraproject Fedora 33 All All All

Operating System Fedoraproject Fedora 34 All All All

Application Microsoft .net All All All All

Application Microsoft .net 5.0 All All All

Application Microsoft .net 5.0 All All All

Application Microsoft .net Core All All All All

Application Microsoft .net Core 2.1 - All All

Application Microsoft .net Core 2.1.0 - All All

Application Microsoft .net Core 3.1 - All All

Application Microsoft .net Core 3.1.0 - All All

Application Microsoft .net Core 2.1.0 - All All

Application Microsoft .net Core 3.1.0 - All All

Application Microsoft Powershell Core 7.0 All All All

Application Microsoft Powershell Core 7.1 All All All

Operating System Microsoft Powershell Core 7.0 All All All

Operating System Microsoft Powershell Core 7.1 All All All
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Application Microsoft Visual Studio 2019 All All All All

Application Microsoft Visual Studio 2019 - All All All

Application Microsoft Visual Studio 2019 All All All All

References

Reference Source Link

[SECURITY] Fedora 32 Update: dotnet5.0-5.0.104-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: dotnet5.0-5.0.104-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: dotnet3.1-3.1.113-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: dotnet3.1-3.1.113-1.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 33 Update: dotnet5.0-5.0.104-1.fc33 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: dotnet3.1-3.1.113-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 32 Update: dotnet5.0-5.0.104-1.fc32 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 34 Update: dotnet3.1-3.1.113-1.fc34 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

[SECURITY] Fedora 33 Update: dotnet5.0-5.0.104-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: dotnet3.1-3.1.113-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 34 Update: dotnet5.0-5.0.104-1.fc34 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Security Update Guide - Microsoft Security Response Center N/A portal.msrc.microsoft.com

[SECURITY] Fedora 33 Update: dotnet3.1-3.1.113-1.fc33 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

281452 Fedora Security Update for dotnet3.1 (FEDORA-2021-265a3c7cb9)

281453 Fedora Security Update for dotnet3.1 (FEDORA-2021-3da33cdc80)

281454 Fedora Security Update for dotnet3.1 (FEDORA-2021-e2d218afe6)

281458 Fedora Security Update for dotnet5.0 (FEDORA-2021-138728e59b)

281459 Fedora Security Update for dotnet5.0 (FEDORA-2021-1b22f31541)

281460 Fedora Security Update for dotnet5.0 (FEDORA-2021-904d0bd496)

375741 PowerShell Remote Code Execution Vulnerability

91756 Microsoft .NET Core Security Update March 2021

940012 AlmaLinux Security Update for dotnet (ALSA-2021:0788)
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CVE.report and Source URL Uptime Status status.cve.report

940063 AlmaLinux Security Update for .NET (ALSA-2021:0793)

940214 AlmaLinux Security Update for dotnet3.1 (ALSA-2021:0790)

982727 Dotnet (nuget) Security Update for System.Text.Encodings.Web (GHSA-ghhp-997w-qr28)
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