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Summary

CVE CVE-2021-26730

State PUBLIC

Assigner prodsec@nozominetworks.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-10-24 14:15:00 UTC

Updated 2022-12-03 15:08:00 UTC

Description A stack-based buffer overflow vulnerability in a subfunction of the Login_handler_func function of spx_restservice allows an attacker to execute arbitrary code with the same privileges as the server user (root). This issue affects: Lanner Inc IAC-AST2500A standard firmware version 1.10.0.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Lannerinc Iac-ast2500a - All All All

Operating System Lannerinc Iac-ast2500a Firmware 1.10.0 All All All

References

Reference Source Link Tags

www.nozominetworks.com/labs/vulnerability-advisories/cve-2021-26730 MISC www.nozominetworks.com

Error 404 MISC www.nozominetworks.com

cvelist/CVE-2021-26730.json at master · CVEProject/cvelist · GitHub MISC github.com Third Party Advisory

Vulnerabilities in BMC Firmware Affect OT/IoT Device Security – Part 1 MISC www.nozominetworks.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Discovery Credit

LEGACY: Andrea Palanca of Nozomi Networks found this bug during a security research
activity.

https://cve.report/
https://cve.report/CVE-2021-26730/mitre
https://cve.report/CVE-2021-26730/nist
https://cve.report/CVE-2021-26730/cve_org
https://cve.report/api/cve/CVE-2021-26730.json
https://cve.report/CVE-2021-26730.pdf
http://cve.report/vendor/lannerinc
http://cve.report/software/lannerinc/iac-ast2500a
http://cve.report/vendor/lannerinc
http://cve.report/software/lannerinc/iac-ast2500a_firmware
https://www.nozominetworks.com/labs/vulnerability-advisories/cve-2021-26730/
https://www.nozominetworks.com/labs/vulnerability-advisories/CVE-2021-26730/
https://github.com/CVEProject/cvelist/blob/master/2021/26xxx/CVE-2021-26730.json
https://www.nozominetworks.com/blog/vulnerabilities-in-bmc-firmware-affect-ot-iot-device-security-part-1/
https://www.cve.org/CVERecord?id=CVE-2021-26730
https://nvd.nist.gov/vuln/detail/CVE-2021-26730


There are currently no legacy QID mappings associated with this CVE.
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